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Abstract 
This thesis was written as a part of the M.Sc. in ICT Systems at the International Hellenic 
University. The current thesis throughout the study of related published literature 
discusses the key factors and characteristics of Industry 4.0 focusing on the challenges 
related to security aspects. The thesis initially provides an overview of Internet of Things 
(IoT) and Industry 4.0 by particularly focusing on the applications and use cases of 
Industry 4.0. A detailed overview of security issues, attacks and measures in Industry 4.0 
is given next, highlighting some of the security challenges that remain to be tackled. 
Finally, the thesis presents the conclusions of the study and discusses further work be 
considered for the future. 
 
Finally, my deepest and most sincere thanks go to Professor Periklis Chatzimisios that 
with his leadership and waterfall of knowledge helped steer the path I took on this 
journey called a dissertation. His mentorship and help will forever be values I cherish 
because they helped me achieve attributes I certainly will be using in my professional 
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1 Introduction 
This thesis has a theoretical and research nature that aims to explain, what is Industry 
4.0, how it is used, where it is used, how does it achieve security, where does it struggle 
and more. In the beginning, there will be a general highlight of concepts widely known 
to consumers and in general people, like IoT, to then explain how the Industrial Internet 
of Things and how Industry 4.0 is happening as we speak. That general introduction is 
about the various devices of IoT and their topology and means of communication, while 
also explaining the history of the four Industrial Revolutions our communities have 
undergone. Certain applications of Industry 4.0 will then be noted, and they will display 
how they enhance life, production, user experience and much more, via various 
examples of applications. 
Subsequently, the generalized way of presenting will be extinguished, and more deep 
and detailed information will be spotlighted as the chapter for Architectures and 
protocols will be discussed. Talking about choosing the right Architecture for Enterprises 
and different cases is not a simplified matter and with the need to have protocols that 
only help with the speed, security, power consumption issues, will be a challenging 
matter. Moreover, the topic of Standardization with the purpose of a general and global 
usage by industries is another thing that will be noted. 
Security could not be ignored and not be talked about using various research about it. 
From the general recommendations to more complicated and sophisticated ways of 
protection and safe communication, like the usage of Blockchain. Ways of protection for 
both IoT and IIoT from different attacks towards them will be discussed in detail. 
Moreover, some areas still improving and having the need for more extended research 
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1.1 The general idea 
Latest technologies some of which are Internet of Things (IoT), Internet of Services (IoS), 
fog computing and many more paved the way for new emerging markets and new 
business models (Figure 1). Simultaneously, process of improvement in productivity, 
reliability, cost-efficiency, quality, and flexibility were radically improved in general.  
Gaining from the above, the upcoming Industrial Revolution, known as Industry 4.0, set 
its goal to improve different areas, counting manufacturing as well [1]. 
The basic idea of effective manufacturing within the framework of Industry 4.0 is that 
with the activation of connection between several machines, facilities, supply, and retail 
including other manufacturing help industries, a smart and important manufacturing 
network is made for the manufacturing value chain [2]. This will lead to better 
automation, enhanced autonomation and optimization of operations that will cause the 
decrease of cost and at the same time increase profit. This smart grid created makes 
possible the interactions between the value chain and its components. These 




Figure 1 - An overview of IoT [3] 
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Even though Industry 4.0 offers a plethora of new applications, many challenges are 
arisen and must be tackled for the benefits to be exploited at their fullest extent. These 
problems have to do with the connectivity of different units and their data exchange, 
throughout various locations, across different firms all over the value chain. Counting 
down the most important of these challenges are, security, reliability, tracing, and better 
combination with value chain [4]. 
It is predicted that by 2021, around 28 billion devices are going to be connected to the 
web. The above numbers are an indication to the vast number of devices in need for 
service therefore the grown needs of a network to serve. What is more, networks need 
now more than ever to be flexible and more scalable than ever. IoT communications 
were in general served by wireless links based on ad hoc solutions. Some solutions 
provided nowadays, even though they are designed for industry, they fail to serve and 
face scalability and area coverage limitations. Even though cellular technologies, for 
example the 3rd, 4th, and 5th Generation of Mobile networks (3G/4G/5G), could be 
considered as a solution because of their serving long distances and many devices, the 
drawback is that there must be support for the structure of the network and a possibly 
over the budget license [5]. On the other hand, desire for connecting many devices to 
the internet very cheap while having affordable hardware and empowering sources, 
such as batteries, takes a tough hit on the network’s speed and power consumption. 
Finding a solution for the above problems that we face in our time is a demanding 
challenge for broadening the horizons of Industrial IoT (IIoT) [6]. 
 
1.2 IoT, Industrial IoT and Industry 4.0 
The terms IoT, Industrial IoT (IIoT) and Industry 4.0 are closely related but cannot be 
interchanged with each another. For instance, IoT is known as a sort of web where things 
can exchange data. However, diversification is so big that some requirements can have 
different needs with what end-users have in mind, the business model, and the adapted 
technological solutions. A definition for IoT will be given in the next chapters, with all of 
them trying to demonstrate the characteristics of it. IoT is said to be the web for 
machines trying to exchange data. However, the existence of a plethora of application 
  -12- 
fields calls for dealing with the different requirements for communication among 
devices, end users, and in general businesses [7] [8]. 
On the other hand, for the industrial world there is a need to help with smart and digital 
manufacturing that has a goal of combining operational technology with informational 
technology. Industrial Internet of Things is based on the connection of all its assets, with 
the information systems and business processes undertaken by enterprises. Leading, 
due to the large amount of data collected, to create analytic choices for the industrial 
operations [9]. Furthermore, smart manufacturing focuses on the manufacturing of 
products and their life cycle, while also taking into consideration changes. This means 
that communication in industrial applications is mainly machine-based and varies 
through a lot of different sectors. 
Even though a lot of common requirements for communication are the same for both 
IoT and IIoT, for example the low cost, network scalability, constrained devices and 
more, a lot of requirements are quite different, like reliability, security, privacy, and 
these are some of the issues will be brought up during this thesis. These similarities and 
differences will be highlighted through use-case, through technical exploration of 
communication protocols and through other choices and needs of both security issues 
and standardization choices [10]. 
Industry 4.0 is a fusion of IoT with Cyber-Physical Systems (CPSs) [11]. It gained fame in 
Germany (2011) and is now globally used for referring to the use of internet 
technologies and improve production efficiency via smart services and smart factories. 
CPSs make communication of physical devices possible by interconnecting them 
together. That kind of information when stored in various models and data objects can 
be updated and shows a second face of the same object that is kind of a “digital twin. 
Because of these digital twins, services that were not possible in the past are now 
possible and can be used all over the product life cycle. 
Concluding, IIoT is a subset of IoT and IIoT unified with CPS makes up for Industry 4.0, 
Figure 2 is a graphical representation of the already discussed. 
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Figure 2 - IoT, IIoT, I4.0, CPS [12] 
1.3 Explaining CPS 
With the term “Cyber-Physical System”, we refer to network-connected 
instrumentation that also is interconnected with the physical world. For example, the 
home thermostats that are connected to a data network. For the IIoT a usual example 
of a CPS is an Industrial Control System (ICS). An ICS is a term used in general to talk 
about a variety of control systems and whatever is used for controlling the industrial 
processes. From small panel controller modules to geographically distributed 
controllers. Large ICSs is typically deployed via assistance of Supervisory Control and 
Data Acquisition (SCADA) or Distributed Control Systems (DCS) and Programmable Logic 
Controllers (PLCs). All systems gather data from remote sensors that measure process 
variables, compare them, and derive functions wanting to control a process. Some of 
the characteristics of any CPS/ICS systems are, the empowerment to interact with the 
physical environment to receive data and feedback, managing and controlling are 
normally distributed, no assurance about status and trust, real-time control loops with 
choice performance requirements, and finally can be expanded over a big area, with 
devices and locations that do not have physical security. These characteristics make 
cyber-physical security more complicated than cybersecurity. In CPS, because there is 
the environmental factor, the question of physical safety is arisen [13]. 
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1.4 (R)evolution of IoT 
Known as the father of Internet of Things (IoT), Kevin Ashton invented the term IoT in 
1999 during his time at Protect & Gamble and discussed awareness that physical objects 
can be connected through a network. Hence, it got well-known that computing was no 
more needed, and programming could be sided and replaced with sensing and no 
additional information needed creating a new era. Internet of Things has come a long 
way from GPS to smart cars to monitoring human health and fitness and then paved the 
way for the next Industrial revolution [14]. 
For example, a user can control his smart home devices from the privilege of his office 
or while being in a different country. Being able to turn the Air Conditioning or check 
the lightening, turn the heating of the house, watch what is happening via video in real 
time. All this monitoring via sensors opened a whole new world and a whole new 
market. 
1.5  Industrial Internet of Things 
With the Industry 4.0 happening right now, using some IoT technologies with various 
smart devices in an industrial environment is used to achieve goals in IIoT needs. IIoT 
systems, as mentioned, are used to monitor, collect, analyze, and help shape the 
behavior of an industrial environment without human intervention. SCADA, as already 
analyzed, is already used in industries, and helps with the process needed to be 
monitored and with the network of smart devices to control that machinery. Combining 
IoT with IIoT has been quite beneficial but the connection and the being online state of 
industries, makes entire enterprises being compromised to cyberattacks. Because 
traditional and IoT authentication mechanisms cannot be used for industrial 
environments since machineries have limited bandwidth and, in many cases, limited 
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1.6 Industrial Revolutions 
At one time, everything necessary was produced and manufactured using hands or with 
the help of animals. Nevertheless, during the 19th century manufacturing evolved and 
production developed with the introduction of the Industry 1.0 
1.6.1  First Industrial Revolution 
The first to begin industrialization is the United Kingdom, that started the development 
of cottage industry, from cottage industry to machinery-relied economy. With that there 
was the start of the new manufacturing process and referred to as the first Industrial 
Revolution happening in Europe and the United States of America simultaneously. The 
main industries during this period were textile while also being big in a capital manner 
and the providing employment at the time. Big extraction of coal with the help of steam 
engines formed a new type of energy that pushed forward all processes thanks to the 
railroad creations and the economic growth [15]. 
1.6.2 Second Industrial Revolution 
The period between 1830 and 1914 is known as the second Industrial Revolution or 
technological revolution. A new source of energy, electricity, and gas have the 
opportunity for new technological advancements. Resulting to combustion engines that 
helped with these new resources achieving new potentials. Moreover, steel industry 
came into the picture and grew along the demand for steel while chemical synthesis 
advancements brought synthetic fabric. Communication also achieved new levels with 
the invention of the telephone and telegraph, and automobile and aviation bloomed in 
the beginning of the 20th century. All of these were made possible by the centralization 
of research and capital being around the economic and industrial model that was based 
on “big factories”. Electricity was a general way of energy transmission. Everything was 
taken to the next step, from railways becoming much faster, to ships cipher chips being 
developed. The change between knowledge and nature and its effect to technological 
practices, changed once and for all the way technology itself evolves and grows. 
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1.6.3 Third Industrial Revolution 
The world war I and II, obviously affected the industrial developments and were 
resumed with the end of these wars, and after 1969 we have the third Industrial 
Revolution. Electromechanical systems were upgraded into computer-based ones, and 
the introduction of PLCs and industrial robots ware made helping with the 
implementation of automated system in industries. Nuclear energy made the third 
Industrial Revolution appear because its potential greatly surpassed previous ways of 
providing energy. Another improvement was through the introduction to transistors and 
microchips that helped with the rise of computers and telecommunications [4]. The 
third Industrial Revolution was based on Information Technology (IT) and electronics to 
bring automated production to the picture. 
1.6.4 Industry 4.0 
In 2011, business politics and academic experts introduced the term Industry 4.0 as the 
4th Industrial Revolution for it to increase competitiveness in the German manufacturing 
industry [16] [17]. Based heavily on interconnectivity with the usage of IoT, machine 
learning and focused on the processing of real-time data. Industry 4.0 connects IoT and 
IIoT to manufacturing systems for them to interact with machines and share information 
while systems become “smart” based on decisions and algorithms to navigate them.  
Industry 4.0 brings Artificial Intelligence (AI), automated robots, flexible manufacturing 
systems, and Augmented Reality (AR). Achieving Industry 4.0 is a gradual process and 
takes patience to be applied on everything the existing systems have. It enables a top of 
the notch technology for manufacturing, AI, AR, robotics and many more. Industry 4.0 
is used interchangeably with the 4th Industrial Revolution and shows a new stage of 
organizing and controlling the industrial value chain 
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Figure 3 - From 1st Industrial Revolution to 4th Industrial Revolution [18] 
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2 Application and use cases of Industry 4.0 
2.1 General information 
The horizons for the IIoT are one of the biggest in the market right now, with a plethora 
of opportunities in various areas, such as Industrial automation, robotics, autonomous 
vehicles, and of course software integration for product optimization. What is more, 
industry does not require a big change in productivity for it to give back an enormous 
amount of revenue, for instance even a mere 1% increase of productivity would lead to 
huge savings. The industry must realize this potential and adapt to the Industrial Internet 
of Things. 
On the other hand, realizing, understanding, tackling, adapting to the benefits of IIoT is 
not the easiest job in the world. To expand, it is crucial that use-cases are created in 
service to vertical businesses as there are different needs for different businesses. An 
example is the needs of manufacturing and logistics are not the same that also have 
almost nothing to do with what healthcare might need. Moreover, the budget, 
technology, and knowledge to suffice the various industry applications differ from one 
another. For example, healthcare needs a very big volume of expanding with almost zero 
financial return, on the other hand, the oil industry will require also enormous capital 
and operational cost but is more likely to deliver huge profits as a result [19]. 
To expand, transportation and logistics will not have the same operational 
requirements. However, what IIoT has to offer is a likely solution for vertical industries 
and businesses by taking advantage of the sensor technology available, networking, 
wireless communications, cloud computing and Big Data analytics. Relying on these 
technologies and taking advantage of them will, not even considering the size of a 
company, achieve a business’s full financial profiting potential that leads to the well-
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2.2 Applications of I4.0 
Adaptability, resource efficiency, and the combination of supply and demand are greatly 
enhanced in Industry 4.0, so cities, factories, production, and intelligent objects can be 
transformed to smart ones. The term “smart” is deemed to show intelligence and 
knowledge for applications of Industry 4.0. With a plethora of scientific papers taken 
into consideration, the main applications of Industry 4.0 are Manufacturing and Smart 
Factory, Smart cities, and Smart product. 
2.2.1 Manufacturing and Smart Factory 
The enhancements of Industry 4.0 for factories are known to help with intelligence, 
flexibility, and help with the introduction of sensors, actors, and autonomous systems. 
Therefore, machinery and equipment will result into high volume of self-optimization 
and automation [20]. Moreover, manufacturing acquires the capacity of executing more 
complex processes, standards and requirements of products, something that is 
anticipated. Thus, Smart manufacturing and factories are a great achievement of 
Industry 4.0 [21]. 
Value-added integration happens both horizontally and vertically for Industry 4.0 during 
the manufacturing process [22] [23]. In more detail, the horizontal procedure is unified 
by value creation modules from material flow to logistics of life cycle, on the other hand 
the vertical procedure unifies products and human needs with other aggregation levels 
of the value creation. Smart and digitization are combined from the raw material 
addition to manufacturing system, product use, and the ending of product life [1]. 
Manufacturing for Industry 4.0 is deemed to require a bigger number of sensors 
actuators, chips, autonomous systems due to the vast development of technologies on 
our world. Intelligent ways of analytics, CPS, and energy consumption prevention 
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2.2.2 The Digital Twin of Smart Factories 
According to recent studies [24], every device will have a digital twin that enterprises 
will be able to access, modify, update and many more through virtual means of 
communication. With the implementation of CPSs, the virtual and real world are fusing 
more and more. For example, the possibility of simulating of products and processes will 
be easier which leads to reduction of energy consumption and resources being used. 
The above study proposes that there is an increase in cohesion inside manufacturing 
and value chains, concluding to better automation, faster innovation, and less using up 
of resources. Because physical devices can be interconnected through the internet, 
there is the choice, for instance, improve instant logistics and avoid machine failures via 
predictive maintenance [25]. 
Following the footsteps of IoT, machines, components, and assets can have a continuous 
connection, meaning that logistics and production can be combined, leading to 
simultaneous control and coordination in real time, regardless of the position [26]. But 
pre-defining a lot of processes steps and organizing virtual adaptable models, is a means 
of standardization which will be further investigated during this thesis on next chapters. 
All that will make processes to be organized, controlled, and monitored, a much easier 
task to achieve. Furthermore, interconnection empowers the all-the-time exchange of 
data that is important for regulating processes to be automated for each specific needs 
of deployments. In this case, applying CPS empowers a decentralized way of process 
control. 
  
2.2.3 Smart product 
With the help of sensors and chips, products of Industry 4.0 are converted to smart ones. 
Architectures of Industry 4.0, together with ICT, IoT, CPS, standardization of smart 
control, and monitoring, is what makes the communication of products and humans 
possible. Production systems need to be able to communicate and work with Industry 
4.0. that has introduced new ways, technologies, and challenges for production 
development. Consisted of advanced automatic, knowledge, data, production processes 
[27]. Thus, smart products must be produced with advanced technologies in twist with 
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digital and physical processes. What dominates development of Industry 4.0 are, Big 
Data, cloud computing, IoT, and time taken to produce improvement. 
2.2.4 Smart City 
For a city to be considered smart there need to be six factors when developing it. Smart 
mobility, Environment, Economy, Living, Governance, People. With the fusion of 
telecommunication networks, wireless broadband, and sensors, IoT will rise the 
development of a new and knowledge-based economy. 
Smart cities combine a lot of aspects, such as, economic, legal, legal, and technical [30]. 
Users, which are usually the citizens, go from being users to key stakeholders. High 
technology is key to becoming the enabler for Smart cities. Enterprises are now partners, 
production is based on the needs, products are now smart for the span of their life cycle, 
and transport is now a smart service that tackles efficiency. Smart cities aim to be 
sustainable, improve its citizen’s life and give energy efficiency.  This transformation and 
the applying of these choices for moving from a conventional city to a smart one is a 
time-consuming one and hard to accomplish [28]. 
A case study is the City of Copenhagen as introduced by CISCO that changed the city 
sustainability and mobility. It also did not compromise the green initiatives of CISCO with 
solutions that share real-time data and reduction of CO2. Connecting citizens, 
businesses and tourists with wireless accesses and increased convenience with the 
reduction of congestion with real-time lightning and parking management [29]. 
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2.3 Use-Cases of IIoT 
2.3.1 Industrial automation 
This is one of the most used application in IoT. Making machinery and tools work in an 
efficient and productive way is imperative. This can only be achieved with the right 
software tools, so the processes achieve success. Tools such as PLC take advantage of 
the enormous steps towards perfection the sensors have taken and together with a 
great central cloud system, are used to store a lot of data. Application oriented software 
is the right tool for analyzing the data fast with the goal of improving precision, 
effectiveness, reduce inaccuracy, enhance access, and reduce the need for human 
presence for various tasks. IIoT gives a lot of options for the connection of industries 
with significant components, like machinery, various tools, sensors for establishing a 
network. Achieving status check, shipment status, tracking schedule and monitor the 
process flow [30]. 
2.3.2 Robotics 
Smart robots are designed by industries with the needed specs in mind and are created 
by IoT industries. By employing these robots, efficiency and precision is achieved by 
manufacturing units that handle tools and material. Robots are built to execute difficult 
tasks with submerged sensors that calculate in real-time a man with a machine 
interaction happens. Cloud connection is a firm way of interconnecting robots and 
networks as a means of observing and managing. 
Developers and planners will have access to data to analyze and take quick action for 
production based on the data results. What is more, those data results can help avoid 
any unexpected machinery failure. 
2.3.3 Foretelling maintenance 
The latest industrial machinery is stocked with the latest sensors for a constant 
monitoring of the state of big components so that any serious failure is avoided before 
the system is completely ruined. Those sensors alert that the maintenance warning is 
shown to the central system and notify the team accountable for the processing. Every 
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procedure maintaining machinery, engineers are administered with plans to analyze a 
scheduled maintenance that does not get in the way of normal day-to-day work and 
does not cause problems for the production line. Even though, unforeseen failure to 
machinery may happen and lead to delay in delivery, losing business and even damage 
on the machines. Nowadays, the turning point that is called the cloud has made 
industries storm the overall performance to a cloud system, allowing real-time fixing and 
maintenance be able to happen bypassing past problems. 
2.3.4 Fusion of Smart tools 
Workers can execute duties with better precision and more efficiently by combining 
sensors in tools and machinery. Particularly, smart wearables and smart glass help 
workers minimize mistakes and deal with safety issues even better than the standards. 
The instant timing wearable can achieve by notifying employees in critical situations is 
imperative and of great importance. Another big advantage is that, for instance 
smartwatches, can be used to track daily exercise, heartrate, sleeping routines and in 
general help with the well-being of individuals. 
2.3.5 Logistics handling 
The need for unceasing development for supporting rising demands is one of the most 
important areas that industries must take care of. Technological advancement is perfect 
for helping solve very complex operations and take care of delivery for the industry’s 
customers. Nowadays, drones are being used for delivery of goods and offer faster 
access, are more accurate and bypass the need for unnecessary manpower. However, 
the investment for these to be achieved by drones are still huge compared to the 
conventional way of doing things. Airlines is an industry that is using them to perform 
its daily operations of manufacturing and predictive maintenance of aircrafts service. 
The manufacturing plant uses IoT solutions to track thousands of components that are 
needed on daily basis. 
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2.3.6 Self-driving vehicles 
Industries take advantage of the new autonomous driving provided for cars nowadays. 
Sensors allow vehicles to move around without a driver and deliver a company’s goods 
safely and with precision. The movement can be tracked at any time and delivery will be 
notified by a message. 5th Generation of Mobile Networks (5G) is making this technology 
possible and more accurate than ever, slowly introducing new ways of conducting 
business for the upcoming years.  
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3  Architectures and protocols for providing security for Industry 4.0 
As IIoT relates to many components, taking advantage of the sensor’s capabilities, good 
communication and proper filtering of data, it is impossible to standardize at a great 
extend all the recent evolution happening in this varying field. Nevertheless, some core 
features can be underlined with regard the architecture, the standardization, and the 
connectivity [13]. 
3.1 Defining networking, connectivity & communications 
Even though the terms networking, communications and connectivity are often used by 
linking one with the other, these terms have some context differences. First, for showing 
these differences we will look at the three notorious standard-based information 
technology stack models. 
 The seven-layer OSI model 
 The four-layer TCP/IP stack 
 The IIoT connectivity stack 
 
In Figure 4, we can see that the network layer is responsible for dealing with the 
infrastructure, technology, and protocols for forwarding and routing packets between 
devices 
 
Figure 4 - Communication stack Models [13] 
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Connectivity calls for infrastructure, technologies, and protocols that surround the 
whole stack, transport and application layer included. Referencing the illustration of 
Figure 4 we can define these terms in this fashion: 
 Networking entails technologies and protocols regarding the physical 
infrastructure, media access, the link layer, and the internet layer infrastructure. 
Networking makes packet exchange possible for adjacent and non-adjacent 
endpoints, that are interoperable at each of these layers. 
 Connectivity empowers infrastructure for data exchange between endpoints and 
decides how devices and applications can communicate by using these 
technologies and protocols at the network, transport, and framework layers. 
 Communication is the process of information being exchanged between 
interoperable parties in a connectivity framework. These parties can be adjacent 
or non-adjacent and might belong to different domains. Connectivity makes 
communications possible 
Securing connectivity and communications will cloak the layers of the IIoT connectivity 
stack model with protection. From the physical layer to the framework layer, data being 
exchanged should be and will be secured [13]. 
 
Figure 5 - IIoT stack model for connectivity [13] 
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3.1.1 Features of IIoT Connectivity 
The Industry 4.0 and industrial internet are evolving the industrial devices into cyber-
physical units. The one-time devices and operational domains are now, in this transition, 
connected to business application systems via the IP (Internet Protocol)-based network. 
Ever-presented connectivity helps with the introduction of new dynamics in OT 
environments. With the eruption of IIoT and Industry 4.0 there is a transference for 
generated data. This data may not be instantly consumed by the control devices, but it 
needs to communicate to higher business applications. For enabling these necessary 
communications, new connectivity technologies have emerged. 
As seen in figure 6, the traditional industrial systems, proprietary protocols are what 
connects control networks with field devices. 
In IIoT systems, with the fast control loops demands, the connection of the 
infrastructure must be empowered with real-time performance. The parameters of the 
performance are: 
 Latency, which describes the time that data takes to arrive from source to 
destination. 
 Jitter has to do with the variation in latency 
 Throughput is the volume of data per unit of time 
 Bandwidth is the channel capacity of a connectivity technology 
In IIoT automation and control systems, for being effective in the processes, fast reaction 
and compact coordination is of great importance. Small amount of data produced by the 
devices, most time, do not require much bandwidth. Nevertheless, because this data is 
produced very fast and in short time intervals, the data must be communicated fast, 
consistently, and correctly. In those situations, low latency and jitter are more important 
than the throughput and bandwidth usage. Moreover, latest devices need to coexist 
with existing ones and have them implemented into legacy systems and networks. Over 
the past few years, the usage of web-based and IP-based business information systems 
extended enormously, networks and protocols had to evolve for serving growing needs. 
However, the nature and design of these devices called for alert on security and 
reliability issues and the integration of security was left out when protocols were 
designed [13]. 
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Figure 6 - Transition from Traditional to Industrial [13] 
 
3.2 Architecture 
The choice of an IIoT architecture must tackle the needs for extensibility, modularity, 
scalability, and interoperability among varying devices that rely on different 
technologies. There are a lot of architecture frameworks from the past that applied 
differently for IoT and IIoT [31]. The most common approach is the multilayer approach 
that is built to serve different needs at each layer, depending on the technology at the 
time, business needs, technical requirements. For example, the (International 
Telecommunications Union (ITU) supports and IoT architecture conducted of five layers: 
sensing, networking, accessing, application layers and middleware. The Reference 
Architectural Model for Industry 4.0 (RAMI 4.0) has its focus on the future generation 
industry manufacturing systems [32]. It states a three-dimensional model that are 
composed of the life cycle and value stream, in relation to the products’ lifecycle. The 
hierarchy axis shows the nature of IT representation and contains a communication 
layer. The main idea of implementing is to focus on the technologies and the system 
components that are needed for making the functionalities needed possible.  Thus, not 
only does it provide the description of IIoT systems general architecture, but it also 
includes a description of protocols used and interfaces. Concluding there are two types 
of information passed around in IIoT systems, they are defined if the data has been 
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processed yet, known as data flow, or they are the result of elaboration, known as 
control flow. A lot of patterns are making an appearance and are providing reasonable 
system solutions for business models and services to be at a top-tier level and they are 
normally arranged in a tier manner. A very known way to achieve connection by 
proximity, access and service networks is to go the three-tier pattern that is, edge, 
platform, and enterprise (Figure 7). The edge is where IIoT interchange with one 
another. Thus, it is comprised of sensors, microcontrollers and actuators all connected 
via independent Local Area Networks (LANs) to an edge gateway used to talk with the 
platform tier. In the end, establishes links with the enterprise tier that gives end-user 
interfaces and is used for domain-specified applications. 
 
 
Figure 7 - Three-tier IIoT architecture [12] 
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Figure 8 – Basic architecture of IoT [3] 
3.2.1 IIoT Architecture in general 
Designing a secure network architecture requires the definition of network segments 
based on the different functions and purposes. Mechanisms need to be able to control 
the traffic flow all over the various segments. This would require implementing security 
measures to tackle not needed flow of data. During the 90s a lot of standards for ICS 
infrastructure determine the segregation of network domains. This standard proposes 
a model that establishes five logical levels that each level has different functions 
grouped. A demilitarized zone (DMZ) is defined between industrial and corporate 
networks. This dividing of levels empowers for security because of the measures taken 
on each level and helps establish mechanisms to help with data exchange [13]. 
  
  -31- 
3.2.2 Multi-Tier IIoT architecture 
This connectivity architecture is a generalized model used in a lot of industrial use cases. 
Mostly Radio Frequency (RF)-based is the field network, composed of Remote Terminal 
Units (RTUs), sensors and actuators.  
For security purposes, the communication with remote site must be protected. Control 
and supervision networks are divided and implemented with firewalls so there is flow 
control and intrusion control, this is applied in industrial networks. DMZ is what 
separates the enterprise IT network from the Industrial network. 
Edge gateways are what provide a secure connection between sites and the cloud over 
the Wireless Area Network (WAN) structure, which could be the public internet, 
satellite, or the cellular. 
These gateways and these connectivity technologies pave the way for new threats and 
arise the need for more protection as the possibility of attacking the industrial systems 
is increased. To measure the risks of each connectivity infrastructure, threat modeling 
for each specific case is recommended. This approach offers help into building a good 
defense for protecting the assets, data and in general the value chain [13]. 
 
3.2.3 Databus Architecture 
In IIoT, data being securely transported, accessed, and manipulated form point to point 
of transportation is of great importance. Layered Databus architecture is helpful with 
measuring end-to-end protection at higher layers both M2M and M2C connectivity. 
Running over the existing network and transport layer, a Databus, provides a 
middleware platform between data. 
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3.2.4 Reference Architectures 
Consisted of guidelines for the development of systems, solutions, and application 
architecture, is a reference architecture. Moreover, it enables common design patterns, 
fragmenting, in line visibility for the system if interest. Deutsches Institut für Normung 
(DIN), an institute in Germany, together with other organizations have established the 
Reference Architecture Model for Industry 4.0 (RAMI 4.0). Other defining has been 
happening from USA and China, respectively [33]. The goal of these architectures is to 
provide guidance for the use of standards in smart factories which then will be applied 
globally to enterprises interested. 
According to research, the most wanted industrial architectures that have been created 
for providing reference architecture for coming up with interoperability standards for 
Industry 4.0, are the Industrial Reference Architecture (IIRA) and RAMI 4.0 [34]. 
3.2.5 Industrial Internet Reference Architecture 
A lot of consortia have been investing towards the Industry 4.0 interoperability by giving 
different solutions. One of whom is the Industrial Internet Reference Architecture (IIRA), 
which was published back in 2015 by the Industrial Internet Consortium Architecture 
Task Group. IIRA is composed of an architectural template and a methodology that has 
guidelines for system engineering that empowers industrial systems to be designed in 
their own way based on a common ground framework. Therefore, IIRA provides an 
excessive level of freedom that can be applied to a variety of industrial scenarios. 
Moreover, IIRA is based on Industrial Internet Architecture Framework (IIAF). IIAF 
highlights general concepts that are indicated in this specification, taking into 
consideration, stakeholders, and viewpoints as its architecture frame. Figure 9 has a 
depiction of the connection between each IIRA viewpoint [35]. 
So IIRA aids with a lot of categories that can be used regarding establishment global 
standardization. Several system types, system configuration, different connection types 
and case studies are included [36]. 
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3.2.6 RAMI 4.0 
As already mentioned, RAMI 4.0 is a reference architectural Model for Industry 4.0. 
Considered a continuation of the Smart Grid Architecture model (SGAM) to meet the 
requirements of Industry 4.0. RAMI 4.0 contains a three-dimensional model to represent 
Industry 4.0 as depicted in figure 10. 
 
 
Figure 10 - RAMI 4.0. [38] 
 Hierarchy levels, at the horizontal axis based on the International 
Electrotechnical Commission (IEC)62264, a standard for control and system 
integration, that has four layers called the Enterprise, Work Centers, Station, and 
Control Device. For RAMI 4.0 three layers are added to help with the smart 
factory. At the bottom helping with the control of machinery or systems, are the 
Field Device. Then the Product that takes into consideration homogeneity to be 
manufactured. Moreover, at the top Connected World layer was added, 
therefore the factory expanding its boundaries and going beyond its reach to 
collaborate via service networks. 
 Lifecycle and Value stream is the axis on the left and represents the life cycle of 
workpieces, products, and facilities based on draft standard for guideline life 
cycle management. 
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 Layers, which is a vertical axis that describes the fragmenting of machine, other 
entities in a way to make virtual mapping possible. Layers are used to show 
perspectives, like data maps, communications behavior, business process, they 
define a structure of ICT representing the Industry 4.0. 
The special characteristics or RAMI 4.0 is its combining life cycle and value stream with 
the hierarchically structured approach for defining Industry 4.0 components. 
IT security in Industry 4.0 has many challenges, as a lot of systems and components 
together with the increase use of internet technologies in production area and along 
with the merger of CPS with IoT, instantly travel threats that compromise IT systems. 
Because RAMI 4.0 is a common reference point for any modeling in Industry 4.0, needs 
to consider in the long run the IT security as one of the key factors of design 
characteristics chosen [38]. For reaching the full potential of Industry 4.0 applications, 
strong and trusted components must be created on the asset level and matters of secure 
networks, services, processes, and secure data addressed on the system level following 
a Defense in Depth approach. 
3.2.7 IIRA vs RAMI 4.0 
Similarities and differences exist between IIRA and RAMI 4.0 models. At the functional 
level IIRA with the three-tier architecture pattern deals with interoperability differently 
than RAMI 4.0. The main concept of IIRA is the Digital Twin. Consisting of a system that 
takes real-time measurements across multiple devices and sensors, and because of 
these continuing measurements a profile can be created, therefore patterns are created 
that give insight on how the system if performing and if a change is needed in product 
design or the whole manufacturing process in general. On the other hand, RAMI 4.0 is 
built around each component obedience to Industry 4.0 standards, to be more precise, 
to be able to communicate on their own using the communicational protocols of I4.0. 
Of course, research is always continuing for applications that will with interoperability 
both for IIRA and RAMI 4.0 solutions [39]. 
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3.3 Standards and protocols 
Data exchange in IIoT depends on the combination of backbone and edge architecture 
is needed in various situations and has to do with the means of exchanging data, wireless 
or wired technologies. An important goal is to steer clear of using isolated systems based 
on a single solution and make data sharing among all these subsystems possible across 
all industries. Neither the well-known Open System Interconnection (OSI) model nor the 
five-layer internet model is enough to serve the demanding needs of all the sensors, 
controllers, gateways, and a plethora of other components that exist in the IIoT world. 
What is demanded that the IIoT has, is the capability to have protocols that enable 
efficient, timely, and global information come together and be available. Lower levels 
must be responsive and be scalable and flexible. Upper levels must give the opportunity 
to smart devices to transport data and not compromise the information being 
transferred while also supplying grasp of the users that the information is indented for. 
Three smaller layers can be named, networking, connectivity, and information. The 
protocol diversification of the IIOT is shaped as an hourglass-shaped stack (Figure 11). 
 
Figure 9 - Hourglass-shaped IIoT protocol stack [12] 
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What is more, nowadays industrial applications take advantage of fieldbuses, that each 
has its own ecosystem, making them a bad choice as far as interoperability is concerned. 
Fieldbuses are vertical solutions that serve most of the functions at the communication 
stack [40]. Moreover, newer technologies adapt IP protocols and ethernet enhancing 
the capability of technical way of sharing packets/data in a common way. Due to its 
similarity among networks and the establishment of the Common Industrial Protocol 
(CIP) and the dependency on Internet and Ethernet technology, IP/Ethernet is 
appropriate for IIoT [41]. 
Moreover, Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) at 
the transport layer, can have higher-level function via Hypertext Transfer Protocol 
(HTTP). Communication all over industrial equipment, Ethernet, and the internet can be 
time-sensitive and when achieved they help create top manufacturing for industries and 
businesses across the world. 
3.3.1 Lower Layer stack 
In IIoT the physical layer in about the physical signals being exchanged by the 
participants. Over it, the link layer, that connects near to one another participants 
making the exchange of data via signal protocols. It is pointed out that almost every 
solution designed for IIoT has its limitations. Well-known standards such as, 
WirelessHART and International Society of Automation (ISA)100.11a are root to Institute 
of Electrical and Electronics Engineers (IEEE) 802.15.4 compliant radio, were not created 
to serve a big number of devices as it normally happens in IIoT. That leads to a lot of 
single networks being deployed, all of whom have their own IIoT gateway. On the other 
hand, Low Power Wide Area Network (LPWAN) is being paved the way for the market in 
recent years as they engage the lower levels of the protocol stack and so a lot of 
technologies are getting offered or are in the procedure of being developed. 
The enabling of big distance communication at very low power transmission is that 
makes LPWANs appealing. Two examples are Long Ranged Wide Area Network 
(LoRaWAN) and SigFox. Even though, the second one is based on channels of the 100hz 
order, making it suitable for smart city applications as the limited number of messages 
it can send make it unsuitable for IIoT. On the other hand, LoRaWAN takes advantage of 
125kHz or 250kHz channels and low data rate. It has been proved that that thousands 
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of communications can occur per second via mimicking the time-slotted channel 
hopping [42] [43]. 
Unlicensed spectrum has sparked a debate about how reliable things are nowadays 
because there is no assurance of service being served and on top of that there is the 
issue of the duty cycle and the regulations as far as “Listen Before Talking” rules. Hence, 
5G cellular access is said to be the right generation for IIoT solutions. 
Bluetooth Low Energy (BLE) is another choice that brings interesting ideas to the IIoT 
table as its power consumption is very low. At first, the main concern with BLE was the 
range boundaries it has because it only supports a limited number of devices [44]. To 
tackle this problem, BLE mesh networking tried to take advantage of the fact that there 
is no need for protocols like mesh and beacon as they do not need an establishment in 
connection before exchanging data. Even so, there is no guarantee of well-grounded 
communication because the access control is not adequate. To continue, speed is much 
than 1 Mb/s and there is a 20ms break from packets being sent for reducing interference 
with one another. 
3.3.2 Upper Layer stack 
The target of the upper layers is to make sure that the ability to use a common ground 
for data to be exchanged and to be structured exists in IIoT. To fulfill the above, the 
Industrial Internet Consortium (IIC) suggested that the upper layers be separated in two. 
That the bottom be occupied by the transport layer, in charge of the exchanging 
messages between applications. The higher accounts for the framework layer, 
responsible for managing the transfer of data and their structure. With this classification 
in mind, the transport layer is in general analogous with the transport layer of the OSI 
model and UDP and TCP are for sure the core for other transport protocols [45] [46]. 
A well-acclaimed and in general used solution for integration is based on messaging 
protocols. These protocols are made to serve both sides of data exchange that do not 
have any direct connection with each other. When a message wants to get published it 
relates to the message queue broker to be placed in a queue, so the message is then 
received as a notification. This solution tackles the problem of scalability as the 
applications are not obliged to know each other. A different solution is based on the 
request/response data delivery so synched and non-synched data exchange is allowed. 
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When data communication is synchronized, the demander waits for replies before 
starting to demand. While the non-synched cases the replies are returned at an unknow 
time to the demander. The framework layer supplies to request/response protocols and 
copes with the life cycle of data from the creation to the deletion. Protocols at this level 
make the discovery and identification of data objects possible while also understanding 
the transported data meaning. This apprehension is taken advantage of for ideally 
delivering information at the desired destination [48]. 
3.3.3 IIoT connectivity, and operational technologies 
Communication and exchange data in IoT are of great importance. While digitization has 
exploded and connectivity in industries is a must, industrial devices are consisted of a 
large area of equipment and devices, with low memory, power, and computing 
capabilities. Adding to the physical items is the virtual objects too. The exact replicas of 
things that are used for certain cases. 
Under the umbrella of IIoT, many technologies and platforms exist and can be 
characterized as the foundation for increased efficiency and optimization, giving new 
horizons to create revenue and income. Connectivity is a mandatory piece of these 
enhancements, but they also carry the dangers of the cyber threats that these 
connections face. 
The Operational Technology (OT) is about the hardware and software used to monitor 
or incite changes in physical processes. Some of the technologies OT can directly 
monitor and control are various devices like pumps valves and more. For example, 
computer and connectivity technologies tangled with ICS/SCADA system of a power 
station or railway manufacturing facility that controls, monitors various systems and 
processes. 
With the wider usage of IoT, as industries go forward into the future, it is crucial that we 
weight the current industrial devices and technologies and use them in typical industrial 
cases, so that we decide on more useful mechanisms for the greater good of more 
efficiency and less resiliency [13]. 
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3.3.4 SCADA, DCS, and PLC 
SCADA is a distributed control system architecture suitable to control devices all over. 
For instance, systems like electrical power gird, oil and gas, water, and railways are 
strongly supported by centralized data acquisition and control. This control center 
monitors, informs, and gathers data for field sites, in most instances over a long-distance 
communication network. 
DCS functions very much like SCADA, although it is primarily used for more local control 
over ongoing manufacturing processes. As DCS has localized control functions near the 
process plant, it is deemed more a more secure, reliable, and cost saving option for use-
cases that do not have a geographically remote control-room. 
PLCs are used a lot in most Industrial processes. Thy are solid-state closed-loop control 
system components used in SCADA and DCS giving back control of processes like 
automobile assembly lines [13]. Figure 12 represents the fundamental concept of 
interconnection in Operational Technology (OT) in the representative manufacturing 
plant.  
 
Figure 10 – A classic OT industrial systems network architecture [47] 
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3.6 Notorious IIoT Low-Power technologies and protocols for communication and 
security 
Clearly, by summing up all the above, we know that most security protocols used cannot 
be applied for IIoT and Industry 4.0 because of the scalability issues the terms of 
computational and power capabilities and of course the communicational issues. That 
is why new technologies started to emerge so that they serve the need for these 
demanding scenarios. 
Some of these technologies and they security will be discussed as they impose a solution 
for used for the IoT domain. For instance, Sigfox, nWave, Dash7 and LoRaWAN. 
A lot of research and development has been invested into producing low-power 
consumption wireless technologies that serve the needs of IIoT. 
3.6.1 LoRaWAN 
With the “star of stars” architecture structure in mind, LoRaWAN empowers endnode 
devices to connect through gateways so that they are connected to the network servers. 
How this technology works, is explained by the wireless hops between the endnode and 
gateways that use Semtech proprietary spread spectrum radio scheme, called a chirp. 
The communication of the endnode happens by chirping the gateway when they 
transmit data. Depending on the local radio conditions, LoRaWAN, based on the payload 
decides about the connections so the data rate is managed by the network server. 
LoRaWAN has three classes of end-node device. Class A are bidirectional devices, that 
have scheduled uplink transmission windows and two short downlinks receive windows. 
Class B devices have some additional scheduled downlink windows and Class C have 
open receive windows. Security for LoRaWAN uses a unique networks and device-
encrypted keys [49]. 
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Table 1: LoRaWAN specifications 
Name of Standard LoRaWAN 
Frequency band 433/868/780/915MHz ISM 
Channel width EU: 8x125kHz, US 64x125kHz/8x125kHz 
Modulation: Chirp Spread Spectrum 
Range 2-5km (urban) 
 15km (rural) 
Endnode transmit Power EU:<+ 14dBm 
US:<+27dBm 
Packet size Defined by User 
Uplink data rate EE:300 bps to 50 kbps 
US:900-100kbps 
Downlink data rate  EE:300 bps to 50 kbps 
US:900-100kbps 
Devices per access point Uplink:>1M 
Downlink:<100k 
Topology Star on star 
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3.6.2 SigFox 
SigFox Low Power-Wireless Area Network (LP-WAN) is an end-to-end system that with 
having a certified modem and ending with a web-based application. A certified modem 
must be bought for developers to integrate it into their IoT device. SigFox servers 
manage the endnode devices in the network, collect data traffic and finally make that 
data and other information available for the user via a web-based API. 
As far as security is concerned, SigFox uses frequency hopping as a measurement, that 
reduces the risks of the messages being intercepted and the channel blocking. What is 
more, anti-replay mechanisms exist into their servers for the purpose of avoiding replay 
attacks that will mess with the service. The information being exchanged is user-defined 
so only the user knows how to manage, delete, update, interpret the device data. [13] 
 
Table 2: SigFox specifications [13] 
Name of Standard SigFox 
Frequency band 868MHz/902MHz ISM 
Channel width Ultra-narrow band 
Range 30-50km (urban) 
 3-10km (rural) 
Endnode transmit Power -20 dBm to 20 dBm 
Packet size 12 bytes 
Uplink data rate 100Bps to 140 messages/day 
Downlink data rate  4 messages of 8 bytes/day 
Devices per access point 1M 
Topology Star 
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3.6.3 Dash7 
This protocol specifies communications between endnodes, gateways and sub-
controllers. In a normal network topology, endnodes communicate thought sub-
controllers to gateways. This way requires that endnodes must scan for commands that 
come from sub-controllers. Nevertheless, when endnodes must send a message, firstly 
it must ask the sub-controller to start communications with endnodes and then send 
the messages. After that, sub-controllers will send the message to the gateways for 
routing to the Internet.  This system communicates with the endnodes via asynchronous 
communications, with the command/response format. Multi-cast queries are also made 
possible for endnodes. These command/response messages are encrypted with AES-128 
encryption and there is also the choice of “stealth mode” where endnodes respond only 
to already authenticated devices [13]. 
 
Table 3: Dash7 specifications [13] 
Name of Standard Dash7 Alliance protocol 1.0 
Frequency band 433, 868, 915MHz ISM/SRD 
Channel width 25KHz or 200KHz 
Range 0-5 km 
Endnode transmit Power Depending on FCC/ETSI regulations 
Packet size 256 bytes max/packet 
Uplink data rate 9.6kb/s, 55.55 kbps, or 166.667 kb/s 
Downlink data rate  9.6kb/s, 55.55 kbps, or 166.667 kb/s 
Devices per access point N/A (connectionless communication) 
Topology Node-to-node, star, tree 
Endnode roaming allowed Yes 
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3.6.4 MQTT and MQTT-SN 
Message Queuing Telemetry Transport (MQTT) is a lightweight open messaging 
standard used in Machin-to-Machine communication (M2M) and IIoT scenarios where 
a large portion of data is collected from sensors and other field devices. For instance, 
applications related to weather conditions and transportation are interested in 
collecting temperature data from the sensors, MQTT enables a publish-subscribe model 
where users can choose their topic of interest. As mentioned, it is also suitable for M2M 
communications as it runs on TCP/IP, a TCP connection maintains an always-on 
connection between clients and server. MQTT uses the connections established to push 
new messages to clients subscribed. MQTT, because it uses a spoke-hub connectivity 
model is satisfactory for many-to-one communications. The MQTT-Sensor Networks 
(SN) is a modified version of MQTT suitable for low-battery devices that have limited 
storage and processing capabilities, also opted for low-bandwidth wireless 
environments where failure rates and interruptions are high. 
For security, because of its lightweight nature, MQTT has minimum security control. 
Nonetheless, because it uses TCP/IP connections, Transport Layer Security (TLS) / Secure 
Socket Layer (SSL) is used at the transport layer and intrusion, detection prevention 
techniques are implemented for the network layer [13]. 
 
 
Figure 11 - MQTT messaging architecture [13] 
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3.6.5 CoAP 
The Constrained Application Protocol (CoAP) is used to determine how low-powered 
computing constrained devices can be operated in the IoT environment. It was designed 
by the Internet Engineering Task Force to enable simple devices and control them by 
joining IoT via a constrained network with low bandwidth and availability. CoAP acts as 
HTTP for constrained devices that act as a sensor or actuator for M2M communication. 
Lastly, this protocol is more suitable for better reliability with low bandwidth and high 
congestion with reduced overhead. 
 
Figure 12 – Wireless sensor network using CoAP [13] 
3.6.6 IEEE 802.15.4 WPAN 
An open standard for low-rate wireless personal area networks. Maintained by the IEEE 
80.15 working group, that specifies the physical and media access control for Low-Rate 
Wireless Personal Area Networks (LR-WPANs). This standard is the basis for upper-layer 
protocols like, Zigbee, ISA100.11a, 6LoWPAN, Wireless HART, Microchip Wireless (MiWi) 
, Subnetwork Access Protocol (SNAP). The physical layer specification expounds the RF 
transceiver management, energy, signal, channel usage, and works with spoke-hub and 
point to point network topologies. Moreover, it defines two types of nodes, the full 
function device, acting as a coordinator for WPAN and the reduced function device, that 
can be any low cost, power device. This standard defines timeout-based retransmission 
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for reliability. Upper layers use the Medium Access Control (MAC) sublayer to 
communicate secrets between devices using symmetric cryptography, while access 
control lists permit only known devices to be a part of the communication [13]. 
3.6.7 Cellular communications 
IIoT deployment, use cellular to enable wireless wide area connectivity. The arrival of 
5G can be a solution for converging wireline and wireless based solutions. Unlike its 
predecessors, 5G can support complicated IIoT use cases for smart cities, automotive, 
and healthcare where human safety is at stage. Slicing dynamically the network will 
enable to its full potential and features that 5G provides to its users. Moreover, security 
must be provided for all the divided pieces of the 5G standard. Lately, there have been 
many attempts to attack mobile networks, origination in the radio access network side. 
With 100 Mbps capacity, tackling Distributed Denial-of-Service (DDoS) attacks could be 
hard to deal with and overcome this problem. 
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4 Standards & Standardization activities related to security for Industry 
4.0 
4.1 Technology Standards 
They talk about a specific solution that is deemed to give a solution for a certain function. 
A technology standard refers to the technical requirement and solutions thoroughly 
with one or more series of documentation that explains functions or requirements. Its 
goal is to make products or services meet certain criteria for domination on certain 
markets. 
Standardization is the essential need for data communication that more importantly 
enhances the value of information searching. Moreover, it is generous with providing 
the so needed and essential interoperability, compatibility, reliability and improving 
effectiveness at an international scale. 
It moreover helps with the creation of technology standards, motivation, the impact 
factors, the process of formatting the technology standards and the various operations 
needed at the industrial level. Now that economic globalization has bloomed, industrial 
businesses depend more on innovation for surviving. Standardization is configured by 
enterprises through all the process of innovation. Consistently enhancing tech 
capabilities and turning them into patents will provide an edge for businesses and gain 
momentum in comparison to others. 
4.1.1 The importance of IIoT standardization 
Standardization is of great importance for technology to be improved and widely 
propped up. This process must overcome a plethora of obstacles, there is a wide variety 
of standardization bodies and consortia initiatives at every layer of IIoT stack often 
leading to diversified, fractured, often at odds with and adversary requirements. Thus, 
aiming for a goal to bring together and share information with things that do not speak 
the same “language” is of great importance for IIoT. In general, the occurring 
standardization activities are consisted of horizontal standards, making interoperability 
possible; helping with identifying requirements of various applications and use cases; 
and promo activities that are empowered by industrial consortia and government help. 
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The IEC (International Electrotechnical Commission) is making the biggest effort and 
created a variety of technical committees that publish a couple of white papers about 
IIoT and smart factories to assemble potential worldwide needs, concepts, benefits for 
the factories of the future. 
Standardization pursuit for 5G targeting IIoT and of great importance communication is 
ongoing with the 3rd Generation Partnership Project (3GPP) and Ultra Reliable Low 
Latency Communications (URLLC), aiming to 1ms latency. One way of reducing latency 
is by providing reliable transmission time interval operation. 
Considering that a substantial part of IIoT will use wireless links as way of 
communicating, coexistence trouble arises as well. IEC62657 provides a “language” for 
industrial automation regarding to harmonization and defines coexistence parameters 
and instructions for ensuring this wireless coexistence inside of the industrial 
automation applications for the whole part of the life cycle of the plant [12]. 
 
4.2  Standardization principles 
Standards pave the way for knowledge and transport of information and are responsible 
for the existence of interoperability and compatibility. Having a bridge is of great 
importance if we consider the great digital transformation we are going through and 
demands the interoperation of devices and services for a smooth operation of systems. 
Standards can come from either the market-based process or as the ruling of 
committee-based decisions where stakeholders agree on a solution. In such processes, 
technical specifications are developed by several committees. Hence, the stakeholders 
form industry, academics, public authorities and more, seek to find a common ground, 
through technical discussion and political negotiations on solutions that will in due time 
be adopted as solutions for the need of the market. This of course is time consuming 
and is not acceptable for a time this fast-paced regarding the technological evolution 
happening. Organizations, for instance in the private sector that might help with the 
creation or support of standards, have been pointing out these flaws of formal Standards 
Development Organizations (SDOs) and helping with the access of institutional platform 
and different mechanisms for faster and flexible coordination.  
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The outcome of the standardization is fiercely affected by the way processes are 
organized during standardization. Organizations might have different ways of processes 
and principles followed, this influences the openness, the level of consensus, 
transparency, and management of property rights. For formal SDOs such as the 
International Standards Organization (ISO) and International Electrotechnical 
Commission (IEC) their counterparts, but also IEEE and organizations like Internet 
Engineering Task Force (IETF) or World Wide Web Consortium (W3C) is a process fueled 
by teamwork and collaboration that feeds the needs of all interested parties [48]. From 
the organization’s perspective, legitimacy is “a generalized perception or assumption 
that the actions of an entity are desirable, proper, or appropriate within some socially 
constructed system of norms, values, beliefs, and definitions” 
Relying on a democratic legitimacy, that helps with the acceptance and the applying of 
the standard, is what standardization and standards need. Technical specs are not the 
only thing standards are based on, but always have commercial interests, political 
preferences, moral evaluations and more [49]. For network industries like ICT, legitimacy 
is of the greatest importance, since standards can be quite demanding because of 
network effects, making users to follow the most dominant standards. 
Legitimacy can be separated into three categories input, throughput, and output. The 
first one is about the representation of stakeholders while standardization is decided. 
This is based on the existing need to clarify that the people who are affected by the 
decisions must have a voice over the preceding, governance process and can engage. 
Moreover, being a member in international SDOs should overcome any type of 
discrimination and provide the chance to be a part of the choice throughout the 
procedure of the development of the standards. Nevertheless, even in notorious SDOs, 
balancing the stakeholders that are a part of the industry with those that have nothing 
in common with it, is quite a problem that must be faced.  
Throughput legitimacy encompasses the methods of decision making and the clarity of 
the development process [50]. Fair and crystal-clear rules are imperative for the 
legitimacy factor. Those requirements for standards development are indicated by the 
World Trade Organization (WTO)technical Barriers to Trade Agreement, tackling, 
transparency, openness, impartiality, and much more, which are to be adapted by 
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international standardization and the SDOs of each country. Even though there are a lot 
of associations that do not adhere such principles, for instance by not taking into 
consideration the non-industry needs or by restricting access, and some that convert 
them to their specific commercial needs, others like IETF or W3C fully accept these 
principles and have also signed an initiative to support the open standards called 
OpenStand initiative. 
Finally, Output legitimacy, is concerned with the actual efficiency of the standardization 
process and its problem-solving capabilities. This legitimacy is deemed successful when 
a standard is graded as “good” in a way that is beneficial or acceptable by those who are 
affected by it, without considering the organization that produced the standard or the 
development process. 
Nevertheless, being a part of party that its goal is standardization gives the opportunity 
for that group to broaden their horizons and gain new knowledge and solve problems 
as a team. Standardization boards act as a platform for knowledge exchange and 
production so that the resulting standards are based on organized knowledge. For 
markets, the path taken during standardization plays an important role and can affect 
business processes and innovation during its time. 
4.2.1 Role of standards for future technologies 
Standardization and innovation are inseparably linked, and the importance of that 
nature is well documented. Standards support the propagation of innovation and 
technology transfer thus representing a technology transfer channel and is accessible by 
any interested stakeholder. What is more, is the knowledge brought through R&D into 
products and processes, highlighting the importance of commercial and economic 
benefits. Another thing is the time taken for technologies and innovations to be taken 
to market is greatly reduced by the process of standardization. Whenever markets for 
new technologies are created, standards help with the necessary focus, cohesion, 
credibility and more. Research has also shown the different roles that a plethora of 
standards play during the phase of R&D process, from basic research to market 
distribution. More specifically the help of testing, compatibility, quality, and variety-
reducing standards are imperative for the upcoming technologies to advance with the 
innovation cycle. Failing to meet a timeline in standardization leads to slow down the 
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spread of a new technology [51]. Just like Research and Development (R&D), 
standardization is a platform for teamwork and coordination, even between 
competitors that only can benefit through this process it is important to focus on 
teamwork and coordination. Thereby, standardization and standards are crucial for 
elements in the framework situation for research, development, and innovation. 
Considering the important role of standards for innovation the topic has been 
acknowledge by the innovation policy. Research funding programs have acknowledged 
standardization as a tool for technology and knowledge transfer. 
 
4.2.2 Standardization bodies 
Standardization organizations like IEEE, IETF, W3C and more are critical to developing 
technology for CPS. International organizations like IEC and ISO have contributed a lot 
of relevant standards for CPS. Here we will focus on CPS standards, that have to do with 
industry technical specifications, issued officially from IEC and ISO. 
The International Electrotechnical Commission (IEC), was founded in 1906, is the oldest 
organization the field has to offer. The IEC, responsible for standardization as far as 
electrical and electronic engineering is considered. Its Standardization Management 
Board (SMB) is responsible for managing the IEC standardization and technical 
specifications. The SMB is also in charge of planning, changing, and filtering of the 
activities executed by the Technical Committee. IEC/SMB is the coordinated working 
group for smart manufacturing technologies and enabled technical standards for 
Industry 4.0. The outcomes of IEC and technical committee 65 (TC65) are of great 
importance to Industry 4.0 as they lead to focus on industrial processes, measuring, 
controlling and automation. 
Moreover, International Organization for Standardization (ISO), was established in 1947, 
as an independent and non-government organization with members across the globe. 
ISO works very closely with IEC with the common goal of developing standards for 
Industry 4.0 [52]. For example, ISO/TC 184 is crucial to the international standardization 
of Industry 4.0 and its focus is based on automation systems and integration.  
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Moreover, DIN is a German national standardization organization, established in 1975, 
located in Berlin [53]. Many of DIN’s standards are adapted by ISO standards and get a 
global recognition on the market. Another one, known as SAC or Standardization 
Administration of the People of China is a group capable of administrating quality 
supervision and public institutions, able to create and promote their standards. 
Furthermore, IEEE Standards Association (IEEE-SA) is an organization for Industry 
standards directed by the Board of Governors (BOG) elected by the members of IEEE 
[54]. The standards development process is open to both members of IEEE and non-
member to more than 160 countries across the globe. Its aim is to provide advancing 
technology that aims at benefitting the humankind with making a globally open, 
inclusive, and transparent environment for markets and voluntary unanimousness 
standardization. 
Finally, The W3C or also known as the World Wide Web Consortium, is a non-profit 
organization, responsible for the development of web standards, and a plethora of 
Application Programming Interfaces (APIs) [55]. W3C is cooperating with many IoT 
Industry organizations for tackling the problem of interoperability throughout the 
platforms in the erupting IoT field. 
 
4.3 Challenges for standardization 
Interoperability and compatibility across technologies, machines, devices, and 
applications all over value chains, domains and countries is what IIoT is based upon. 
Standards are what make technologies work together smoothly and with reliability [10]. 
Moreover, the enhancing number of information flow requires standardized formats to 
operate, with information security and integrity also taken into consideration. Still, 
because of the plethora of various technological domains with stakeholders from 
various disciplines and organizations that describe a complicated smart system, like the 
IIoT, are a big challenge to standards developing and today’s standardization ecosystem. 
Conventional engineering disciplines, automation and IT cannot be tackled separately, 
but instead they need to be fused and viewed as one, as it must happen for their 
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standards. These different standardization ways of domains and the different speeds, 
with the evolution of systems and components, only add to the complexity factor. 
For a successful and adequately fast, standardization needs to be cross-sectoral 
thinking, as well as multidimensional, flexible, and have far-reaching processes as well 
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5 Challenges of Security for Industry 4.0 
5.1 Introduction 
With the technological eruption that we are undergoing and the number of low-cost 
powerful devices like sensors Radio Frequency Identifications (RFIDs), combined with a 
plethora of communicational mediums, IoT has become very popular and is being used 
more and more in our lives. Moreover, the application of IoT in industries where 
production and network connectivity are combined with CPS, is named IIoT. Industry 4.0 
is a subset offering solutions for special needs in the manufacturing industry scenarios 
where the focus is the integrating and digitization of physical processes across 
enterprises.  
As shown in figure 15, a general architecture that has machines, equipment, networks, 
cloud, and applications. This system is a closed loop for producing products for the end 
users. The perception layer has devices like different sensors, RFIDs, cameras etc. 
The network layer may be consisted of, Wireless Fidelity (Wi-Fi), Bluetooth, Zigbee, with 
protocols like Internet Protocol version 4 (IPv4) for transmitting data to the next layer, 
the processing layer, that consists of servers, databases, responsible for decision 
making. Finally, the application layer is responsible for catering the needs of end users 
by providing applications that tackle those problems. 
 
Figure 13 - A general IoT/IIoT architecture [57] 
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All these technological enhancements create a greater need for enforcement of security 
that is deemed proper and policies to prevent any kind of vulnerability. In addition to 
that, IIoT, must take into consideration aspects like reliability, scalability, and power 
consumption. Taking that into consideration, traditional solutions are not appropriate 
for IIoT. Thus, categorizing security issues based on the attack is important to IoT. 
Several of them are equally important to IIoT as well. Some attacks that happen in IoT 
might have a more devastating effect on IIoT environments. For providing security and 
privacy for IoT/IIoT architecture, third-party entities are required to help with the 
sharing of sensitive data between users [58]. 
Blockchain is that gives the right solution to these challenges by proposing a secure 
environment for IoT. A blockchain, basically a chain of timestamped blocks linked with 
crypto hashes, act like distributed ledger that allow data to be shared between network 
peers. This helps with a lot of the issues faced by generalized IoT/IIoT architectures [59]. 
5.2 Security aspects 
Attacks against IoT devices are very often easy and a simple task to achieve. Performing 
them could lead to their breaking or privacy, hence the leaking of personal information. 
This information could be in the range of simple info, such as temperature and humidity 
measurements, to more sensible data, such as heart rate, location information and 
general and personal habits. One more frequent attack is compromising a IoT device in 
the network to use it as a steppingstone to take advantage of other nodes in the 
network.  
5.2.1 Requirements for security 
Firstly, presented is the arrangement of the security requirements for an IoT system for 
the different operational levels. The information level should promise the requirements 
of integrity, meaning that the data being received should not be differentiated while 
being transmitted, anonymity, that the data source identity should remain hidden to 
third parties, confidentiality , a dependable relationship should be established between 
IoT devices for exchanging protected information and replicated messages should be 
recognized, and finally privacy, the client’s information should remain hidden during 
data exchange making it harder to for third parties to see the information [60]. 
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The access level identifies some security mechanisms controlling the access to the 
network. Hence, the access control provides the assurance that only users that should 
access the devices and the network can access them. Then authentication, checks the 
right of the devices to connect the network and vice versa. This is the first operation 
carried out by a node when joining the network. Strong authentication procedures must 
be provided for avoiding security threats. To expand, many manufacturers provide the 
same authentication credentials for IoT devices that each manufacturer produces 
making the fact that if one device is hacked then all the other devices are compromised 
as well. 
Authorization ensures that only authorized devices and users access the network 
services. 
The functional level defines the security requirements of the resilience, meaning the 
power of the network to secure its devices when under attack or in case of a failure, self-
organization, has to do with the capability of IoT system to adjust itself and remain 
operational in the cases of malfunction or a failure. 
5.2.2 1st line of defense, physical security 
Protecting the physical network devices from both intrusions of human interaction and 
natural caused disasters such as fire, flood, earthquake is of importance, here is a few 
ways for achieving it: 
 Perimeter protection aims to protect networking equipment by mounting 
protecting glass, surveillance cameras, and in general enclosing the building. This 
works as a physical,” firewall” and helps with human intrusions and natural 
disasters. 
 Adapting the physical access, dividing the access of networking devices with tier 
access, giving employers IDs, and having biometrics. 
 Basing access device based. For instance, before an employer can have access to 
industrial networks devices like, laptops, mobiles, he/she should be firstly 
authenticated and made sure they have the security clearance needed. 
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5.2.3 Arrangements of security attacks 
 
Figure 16 - Attacks in IoT. [57] 
 
It is crucial to realize the exposures and possible attacking at different layers of the 
communication stack, excluding the requirements and mechanisms at the access, 
function, and information level. IoT systems can be approximately divided in the Edge, 
Access, and Application layers. The MAC functioning for local communication is provided 
by the edge layer. Communication with the rest of the world is provided by the access 
layer, normally with the usage of a gateway and a Middleware Layer that acts as 
mediator between IoT and the internet. Lastly, the Application layer is responsible for 
the service-level data communications. 
One of the main risks at the Edge Layer is the so called, side channel attacks [61]. These 
attacks mean to expose information from the analysis of the side signal, information like 
power consumption and communication timing, all of this, while packets are in the 
process of encrypting. The leakage of power consumption information can be used to 
find the encryption secret keys. Attacks to simple power analysis try to convert the 
amount of power traces that are each related to several encryption rounds. A more 
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effective way of attacking is the differential power analysis that has a vaster amount of 
power traces meaning that the attacker has access to more encryption information. 
Another vulnerability at the edge layer is to hardware trojan and DoS attack, that by 
forcing devices to go to sleep mode they make resources inaccessible to the rightful 
users, achieved by the draining of their battery or cutting off the radio communications. 
Tinkering the device package with a hostile node as a non-malicious one will help extract 
cryptographed information. What is more is the reverse engineering attackers will try 
and figure out exclusive communication protocols used by the devices or even get a hold 
of information. 
Sniffing attacks by the introduction of hostile packets and uncertified conversation are 
a way of attacking the Access and Middleware layer. As it happens, these kinds of attacks 
can be used to direct and misdirect or even drop/delete data. 
Attacking the Application layer is quite different than the previous attacks, as the attacks 
are directed at the software running on a device than the protocol being used by them 
to communicate with other devices. These attacks might have the nature of attacking 
the integrity of the machine learning algorithms, where messing around with these 
algorithms can help include delinquency. Also attacks on the log-in and authentication 
phase are quite notorious. 
Depending on the way an attacker is trying to attack an IoT there are several angles form 
which an attacker can exploit the devices. First, the attack where all IoT device 
capabilities are ignored, except the function to connecting to the LAN or the internet is 
taken advantage of. For example, creating network controlled by the attacker can help 
control the victim’s network or the pc in general. 
Moreover, functionality reduction aims to limit the functionalities of a device so 
malfunctions are created to stress the users. An example is the attacks on smart TVs or 
refrigerators, with the reduction of their functions to lead to the extraction of money 
from their users while they try and restore normality for their devices. 
Misusing the functionality is used to create discomfort to the users, for example 
increasing or decreasing heating, ventilation, and air-conditioning, achieved by 
overwriting the owner’s commands for the devices. 
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Using IoT devices for a different purpose than the original purpose of a device is called 
Extending the Functionality. For example, exploiting a sensor that is present at an alarm 
system to track the user’s position and their environment, these could happen while the 
alarm system is off [62]. 
 
5.2.4 Security methods for IoT services 
The standard security mechanisms that have been designed to fulfill the above discussed 
requirements of IoT. Encrypting the data is a key factor for a safe communication and 
making sure that confidentiality is up to par. Changing the message into a different one 
using a hash function that can easily reverted when knowing the secret key, is the aim 
of encryption. An intruder while trying to get a hold of information will have access only 
to encrypted text and will not be able to make anything out of it [62]. There are 
symmetric and asymmetric mechanisms for encryption. In the symmetric way the same 
key is used for encryption and decrypting the message. For the asymmetric case, each 
point has a pair of keys, the public key, and the private key. While the public key can be 
known to anyone and used by anyone, the private key is used to decrypt the encrypted 
messages. The private key can only decrypt its public key pair which ensures 
confidentiality between sender and receiver. The processes to ensure encryption can be 
executed through a steam cipher, meaning that the encryption happens bit-by-bit or 
with a block cipher, using a block of plain text and converting it into a block cipher. 
 
 
Figure - 14 Encryption for AES block cipher. (S)substitution, (T) transposition, (L)ciphers. 
Source: [62] 
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The most common block cipher for achieving asymmetric encryption is the renowned 
Advanced Encryption standard (AES), published by the National Institute of Standards 
and Technology (NIST) in 2001. AES is achieved through the N series of three block 
ciphers, the substitution cipher, the linear cipher, and the transposition cipher. Based 
on the length of the key, we have the names AES-256, AES192, AES128. 
For instance, a lot of IoT devices must broadcast an identical message to many receivers. 
Because the message is encrypted by the transmitter, all the destinations need to 
decrypt the cipher and make sure that the message is authentic and from the sender 
they are expecting it from. This of course, drains energy from the devices and is quite 
timely. A solution, if confidentiality is not an issue, is to send the message in plain text 
and add a tag to it identifying who the sender is. The verification of the tag can be 
performed only by one trusted receiver, in the meantime the other nodes can read the 
message that is in plaintext, without wasting any additional time or wasting extra 
energy. This need for tag computation found a solution in hash functions. Hash functions 
monitor messages of any length into fixed length hash values, transmitted with the 
message. The most notorious is the Message Digest Algorithm 5 (MD-5) that produces a 
128-bit hash. 
Since the number of devices has erupted and their need of communicating with each 
other, the research community is trying to design security algorithms for resource and 
low-energy devices [63]. Dealing with these issues is Lightweight cryptography that is 
aiming of introducing new encryption blocks, steam cipher and hash functions capable 
of being implemented on devices with restricted computation, communication, and 
storage capacity. 
Moreover, what is very important for security is the aspect of randomness. Security 
protocols need the generation of random numbers for several purposes, avoiding replay 
attacks, generate asymmetric keys. This procedure is only considered secure when it has 
produced a sequence for which no algorithm can predict in polynomial time the 
forthcoming bit of the sequence from the previous ones. There are two random number 
generators used, the true random number generator and the pseudo random number 
generator. The first one, exploits physical noise sources, while the second one expands 
a short key into a long sequence, to all intents and purposes random bits. The PRNGs 
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are used in real applications and technologies. Ordinarily, generation of random seeds 
is achieved by taking advantage of different physical issues, like the timing of the 
processes, or the noise produced, which is measured by the radio receiver. Sadly, most 
of the randomness that can be found in laptops or PCs is not available for low end 
embedded systems. That is why the research is needed to tackle these challenges of 
lightweight algorithms to be designed. 
As previously mentioned, IoT devices are easily exploited to edge layer attacks. Most of 
these devices are enabled at an area that is difficult to access, therefore remote access 
is critical but also can be exploited by intruders very easily. A solution for secure 
hardware can be found on Physically Unclonable Functions (PUFs) [64]. There are more 
proposed solutions to tackle a lot of difficulties of this area, but they come at a cost of 
increase of power consumption on the devices and the enhancement of the chip area. 
Moreover, is very important to protect devices from attacks but it is also very important 
to be able to detect ongoing attacks. Anti-viruses and traffic analyzers are out of the 
question as they impose a great burden to the energy consumption of these devices. 
That is why, a lot of lightweight intrusion detection mechanisms have been presented 
the last few years. For instance, the radical usage of Central Processing Unit (CPU), 
memory usage, and network throughput may be an indication of an ongoing attack. 
Machine learning can be advantageous to these situations and offer solutions for dealing 
with these kinds of attacks. 
Figure 18 shows how a map of the connection protocols and standards of the IIoT stack 
model. Each layer of the stack needs a layer-specified security control, only making 
sense as there are different needs on different layers. Implementing security on all 
layers might take a huge blow on performance cost. Still, choosing and only 
implementing few layers could lead to huge security gaps. Finding the right recipe for 
security demands using risk-based approach for some cases so enough security is used, 
and performance is at a satisfying level [13]. 
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Figure 15 - Protocols for IIoT stack model. Source: [13] 
5.2.5 Ephemeral Diffie-Hellman over COSE (EDHOC) 
A lightweight key exchange protocol with small overhead, enabling efficiency for 
technologies with duty-cycle or battery limitations. It also provides a plethora of security 
features [65]. Mutual authentication that enables secure communication and makes 
sure that endpoints are communicating with their intended point, reducing 
impersonation attacks. 
Perfect Forward Scenery ensures that when an attacker gets the key, it only gets that 
one and the secure communication continues happening. It is achieved by running an 
Elliptic Curve Diffie-Hellman (ECDH) key exchange. Protects identity of either 
communicating parties. Ongoing attackers can only compromise the receiver. Provides 
changing cryptography algorithms, helping with faster and easier system updates. 
Tackles the problem of relay attacks, preventing attackers from re-sending messages 
already sent. Lastly, has the capacity to prevent an attacker from injecting fake messages 
to the stream. 
Even though EDHOC does not add requirements to the transport layer, it is advocated 
to be used in coordination with CoAP. New configuration options improve CoAP default 
security to prevent amplification attacks, preventing IIoT devices from being 
manipulated to launching DDoS attacks. 
  -64- 
Features of EDHOC are obliged to security requirements of Industry 4.0. For example, 
the prevention of replaying or injecting messages that prevents attackers from 
sabotaging the control messages. 
5.3 Security for Industry 4.0 
 Some features must be taken into consideration when designing industrial security 
systems. Challenges like battery life and computing power will narrow the possible 
security solutions available. Moreover, Industry 4.0 uses extra technologies that over-
run IIoT and compromise security with their uniqueness. For manufacturing, their 
systems are formed by Information Technology (IT) and Operational Technology (OT) 
networks, in a very complex way [66]. IT networks are the technologies used for the 
telecommunications equipment and the processing of the information. OT networks are 
related to the industrial equipment, in charge of monitoring and controlling devices. 
They offer application-level control and monitor who is entering or leaving the network. 
Keeping IT and OT infrastructures separate via Next Generation firewalls is very 
important as connectivity is only growing for OT networks. 
5.3.1 General recommendations for security 
Sadly, bad security practices are noticed in industrial networks. These weaknesses 
mostly affect small and medium industrial enterprises that often do not have the 
knowledge or the financial power to invest into mechanisms for security. Nevertheless, 
there are the minimum recommendations that an enterprise should follow. 
Keeping software updated is important and should be followed as soon as software 
updates for the security equipment is made available. To avoid production delay, 
updates can be applied to simulating devices in a controlled environment, and then on 
the real ones. 
Having a good practice for using strong passwords for Human-Machine Interfaces (HMIs) 
and workstations should be peculiar and avoided to be the default one. Virtual network 
Computing should have special passwords as being unprotected Virtual Network 
Computers (VNCs), the system is at risk to different attacks. Password strengths relate 
to length, complexion, and threat model used. Human factor is also something to be 
considered as having too complex passwords might lead to them being written down 
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and leading to being vulnerable. Using strict policies for access control for HMIs and 
workstations is also important [67]. 
Networks not related to one another should be separated and have physical and logical 
separation. 
5.3.2 Specific recommendations for security in Industry 4.0 
The specific needs of industrial manufacturing only add up to the design of security for 
OT networks. Nonetheless, security needs of IT should still be met up and guaranteed 
for industrial security. Namely, authentication, access control, integrity, confidentiality, 
and availability. The below will highlight each one and explain why they are important 
and how their implementation can be made possible. 
 Availability goes on to deal with fault-tolerance in mind and tackles the need for 
replacing devices that are important [68]. These devices should have needless 
replacements in case of failure or some security intrusion. This goes to help avoid 
Denial of Service (DoS) attacks. 
 Authorization according to IEC regulations, deems important that users in 
systems must be identified and their need for operation needs to be authorized. 
By using allow-lists and with only authenticated users communication this is 
achieved, and everything is more secure [69]. 
 Access control is to be tackled when configuration of devices in at stake and any 
resource in the network. Having a well-built access control system will extinguish 
impersonation attacks and enhance confidentiality by making sure that only real 
users have access to the system [69]. 
 Integrity deals with non-wanted message modification that can have a 
dangerous impact for systems and users in IIoT. For example, explosion or 
modification of sensitive information can have a dangerous impact in case of 
health emergencies. Thus, for data to remain unchanged during communication 
is very important. 
 Non-reputation ensures that the messages communicated cannot be doubted as 
far as their authenticity of the information is concerned. 
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5.3.3 Industry 4.0 encryption 
Because of the sensitive data being handled by I4.0 during manufacturing processes, 
that is why it is important to have data confidentiality through any I4.0 architecture 
choice and this is reached with cryptography. As discussed before, IIoT devices are 
heterogeneous with regards to memory, processing power, and communication. These 
must be taken into consideration and while some solutions for IoT might be suitable for 
IIoT they are not enough. That is why for End-to-End (E2E) encryption security 
architectures are proposed whenever possible and mostly for wireless networks. 
Researchers have concluded that encryption schemes must be founded for industrial 
environments, but the solutions have been finding obstacles found in IoT solutions as 
well [66]. Therefore, with the constrained nature of industrial devices in mind, an 
encryption scheme must be determined that also includes key management solution for 
providing E2E security. 
5.3.4 E2E Security 
As mentioned, intermediate entitles must be brought, to achieve security in network 
segmentation. IIoT equipment use lightweight protocols, like MQTT or Advanced 
Messaging Queuing Protocol (AMQP), and these need to be translated to industrial 
communication protocols. This translation takes place in gateways that need access to 
the data, so encryption and decryption is always happening. 
E2e requires having confidentiality and integrity up to the destination while enabling 
proxies and gateways perform their jobs. For this to be possible, the devices should only 
have access to some parts of the messages and the rest staying encrypted while being 
communicated. Normally, asymmetric, and symmetric as discussed for IoT, handle 
encryption by encrypting the whole message or decrypting the whole message. Thus, 
devices in between would get too much information that could be attacked or 
compromised. Object security helps with encrypting the payload while leaving a header 
unencrypted, that for instance might indicate the source or destination. On 3.6 some 
application layered protocols used for object security will be discussed. 
To sum up, lightweight encryption and communication protocols are of critical essence 
for OT networks. Thus, object encryption in combination with lightweight data formats 
is a compromise between cost and security [70]. 
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Figure 19 - Up: Hop-by-hop security, Down: E2E security [70] 
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5.4 Security Challenges for Industry 4.0 
5.4.1 Having more security awareness for IT/OT 
As already discussed, because of the people having to do with the manufacturing 
processes are going through a radical change of both software and hardware and they 
are involved in the security of this digitalization, there is lack of knowledge in security 
matters. The ones in charge of security do not know the manufacturing processes, 
therefore they are not able to protect it from outside attacks, while the people in charge 
of manufacturing do not know what security measures need to be taken [71]. 
Nowadays, people who understand the complete process are needed and being 
qualified in multiple areas, like OT and IT security, is of great importance. 
5.4.2 Lack of security policies  
Industries that are the leaders of the 4th Industrial Revolution are still somewhat 
reluctant to the absolute need for security. This is an outcome of the non-existing or lack 
of policies and rules that make sure that when products are manufactured security and 
privacy should be the number one priority. To this day security is an extra luxurious 
feature for most enterprises. 
For the same reasons, the industries do not give security the upper hand over other 
things, and they cut funding when it comes to R&D regarding security. This makes the 
existing cybersecurity stay still and not evolve as it is supposed to. 
A well-documented example of industries spending less on security is when mitigation 
to the cloud happens instead of the local storage choice. This happens because 
companies realize that they are losing money with storing data locally, but this raises 
the question of security once more as a company now should invest in cloud security 
and its measures, questionable when the whole motivation is cutting of the budget. 
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5.4.3 Process liability 
Another challenge faced in Industry 4.0 by operators is regarding processes and the 
liability for cybersecurity in I4.0. Whilst manufacturing a smart product that has access 
to the internet, a lot of stakeholders have “a say” into the process making it quite 
complicated. They are from all over the manufacturing areas, to the security teams, and 
software teams in charge. This huge number of actuators end up dispersing liability 
issues when security incidents occur and that way, they can become a very difficult, 
challenge on implementing Industry 4.0. 
5.4.4 Lack of standardization 
As already discussed, we have come a long way from the 1st Industrial Revolution all up 
to the 4th, Industry 4.0. A vast number of reports, books and standards have been 
standardized over the years, simplifying working with technologies in general, which is 
not the case with Industry 4.0. Even though IoT and other technologies have a complete 
set of standards available, making them easier to follow and implement, Industry 4.0 
security has very little or no standards in some cases. Which is unacceptable for having 
good security in Industry 4.0 implementations and currently standards are either being 
fragmented or not agreed upon. 
5.4.5 Constraints of Devices 
Industry 4.0 is the digitalization of the existing manufacturing process. To expand, digital 
platforms will be added on existing platforms, making it the only solution viable or an 
industry build from the beginning would be the only choice. Thus, even though it is easy 
to implement Industry 4.0, it also has some challenges. Many of these devices that were 
used or are still used are based upon old techniques and/or have constraints of security 
challenges on the present day. Most of these devices have limited operating and 
processing power and cannot perform operations that are basic for devices nowadays.  
Another issue is that all these devices the infrastructure to support any protection 
mechanism and this is because these devices were created with not having big 
operations, or big processes in mind. To this day there are a lot of devices lacking basic 
infrastructure for protection. Lastly, the performance power needed to perform difficult 
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and complicated procedures like encryption, is something that devices must take into 
consideration. 
 
5.5 Blockchain for IoT and IIoT 
With the number of connected devices, therefore the data generated by them, QoS has 
become a struggle to be served [72]. This is where Blockchain helps by supporting a 
decentralized way of storing data with trust and anonymity between transaction. Thus, 
it can be used for tracking and coordination an extravagant number of devices. 
Moreover, it enables the processing of transactions helping with serious savings for IoT 
manufacturer. 
This decentralized way would help remove single points of failure, making a more stable 
ecosystem for devices to run on [73]. The cryptographic algorithms would also make 
consumer data more private. 
A normal design of a blockchain is a series of transactions that are put into one block. 
They are unified in a manner, that if a transaction is changed in one block it must be 
changed in all the subsequent blocks [74]. Because the ledger is maintained with many 
peers, it is highly difficult to change a transaction. Blockchain is changing not only the 
IoT world but also the Industrial. Some of the big features of blockchain are [73]: 
 The decentralization by blockchain, makes the communication of two nodes to 
get into a transaction without involving a third party, possible. This minimizes 
the bottleneck of a single point of failure, concluding to fault tolerance. 
 The auditability belonging to blockchains makes transparency possible by giving 
access to peers to search and verify transactions. 
 All new entries are agreed by nodes via decentralized consensus algorithms. This 
helps modify an entry in a block, so all subsequent blocks must be changed in all 
peers. 
 Keeping copies of replicas of ledger records, ensures fault tolerance. This helps 
with data integrity and resiliency in the network. 
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The benefits of decentralized IoT are a lot and for sure better than some current 
centralized systems, some of them noted here:  
 Enhanced security and trust because of the immutable nature of blockchain, that 
would make sure to extinguish points of entry for hackers. All transactions are 
signed cryptographically with unforgeable and non-replicable signatures. 
 Enabling smart devices to act on their own “logic” via smart contacts, would 
completely remove intermediate players and authority making devices more 
autonomous 
 Using smart contacts efficiently for communication along IoT devices mixed with 
the decentralization of blockchain is what makes whole systems more trusted. 
 Because everything is recorded on the ledger and signed via devices, data 
provenance can be achieved. 
 
Even thought, these advantages bring needed integration between IoT and blockchain, 
there is suffering from certain drawbacks as well [75]: 
 As already mentioned, the number of IoT devices being used is only growing and 
so is the data they generate. This data must be stored to store transactions 
having an impact on storage cost and the scalability issue. 
 Since every new transaction needs to be added to the blockchain, which is part 
of the security it offers as well, it needs to be broadcast to its peers adding 
communication overhead. 
 To be approved a transaction needs to be verified by everyone, meaning the 
encryption algorithms will run multiple times therefore reducing operational 
efficiency. 
 Because of the nature of blockchain technologies, they need to perform a lot of 
computations, leading to energy waste. 
Due to these disadvantages of traditional blockchain, a direction to resolve and create 
salability, computable and energy efficient, secure blockchains for both IoT and IIoT 
applications, is taken. These efforts are being empowered by IOTA foundations, 
differentiating from typical IoT blockchains because their solutions do not use any 
traditional blockchain at all. 
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5.5.1 Blockchain technology 
A blockchain is a distributed data structure where data is shared on per-to-per networks. 
The network nodes communicate and verify the data based on a predefined protocol 
without the need of third parties. Distributed can either be decentralized having equal 
rights to users or centralized, giving special and right to specific users. Blockchain is 
naturally a distributed ledger because each member of the network “owns” a copy of 
the ledger. Determined on the right of the users, Blockchain can either be implemented 
as centralized or decentralized ledger. If its implementation allows for decision making 
to be shared between users, its decentralized; if its implementation has one entity as 
the main decision maker, then its centralized [76]. 
 
Figure 16 - Blockchain is a distributed ledger [76] 
5.5.2 IoT Blockchain solutions 
A Blockchain connected gateway for Bluetooth Low Energy (BLE) makes possible for IoT 
devices to have a secure and adaptive privacy [77]. This user privacy is held up because 
the gateway blocks users’ sensitive data to be accessed without consent. For protecting 
huge amount of data coming from IoT devices a blockchain-based data storage scheme 
that uses cryptography without certifications, is proposed. This proposition, relies on 
edge devices that collect data from IoT devices, index the data against that device in the 
blockchain and forward the data Direct to Home (DTH). When a query requests specific 
data, a blockchain has gets a transaction request, and then authenticates it via 
cryptography without certification. Another issue [78] is the need of traditional cloud-
based systems, needing the help of other parties to have data between users. To deal 
with this issue, a blockchain-based proxy encryption scheme is proposed. With involving 
Smart Contacts, the need of a third party is redundant. Another proposition is a 
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lightweight scalable blockchain (LSB) for achieving the so needed decentralization with 
having privacy and security as well. The above, mainly applied to smart homes, is the 
first tier, and an overlay network being the second tier. 
Finally, proposed a blockchain-based [79] privacy Support Vector Machine (SVM), 
known as secureSVM to help with the problems of data integrity and privacy. SVM 
training algorithms are designed to extinguish the need for third parties and only needs 
two interactions in an iteration. 
 
5.5.3 IIoT Blockchain solutions 
Mixing Industrial IoT with blockchain has been proven to be quite beneficial. The great 
help has been very helpful with enhancing the industry systems via its secure data 
sharing, privacy maintenance, confidentiality and more. 
Service providers that have malicious intentions may want to deny some internal 
services for their own benefit. For tackling this problem some proposed blockchain 
based on non-reputation network services scheme, specifically designed for IIoT [80]. 
Blockchain is used to use publication proxies and record when the service program is 
separated in two non-executable parts. For avoiding reputation each of these parts is 
send separately with on-chain and off-chain channels together with the evidence of 
submissions [81]. 
Some other challenges that need to be confronted for Industrial IoT are mainly the 
achieving of collecting data and the other is the secure communication among Mobile 
Terminals. For these problems, an Ethereum mechanism is used to have a reliable 
Industrial IoT environment. 
 
5.6 Open for further research 
5.6.1 Unresolved for IoT  
There is a need for development of lightweight cryptographic protocols for protecting 
devices against attacks and malicious attackers. Moreover, having techniques against 
traffic analysis attacks and making sure of secure Routing Protocol for Low-Power and 
  -74- 
Lossy Networks (RPL), for handling the problem of altered or routed information. 
Preventing sinkhole and wormhole attacks in IoT and having techniques to deal with 
DDoS attacks. Another one is protection of IoT devices from Malware and having 
lightweight schemes to secure data and give access to authorized users at the same 
time. Moreover, cryptographic algorithms need to manage keys for having 
confidentiality and integrity among devices while taking into consideration the need for 
computational power. To conclude, another issue that is up for debate is the need for 
maintaining data transparency while allowing users to choose their own privacy 
preferences [57]. 
 
5.6.2 Unresolved for IIoT  
The unresolved issues in IoT could only mean that there are also areas of Industrial IoT 
to be resolved as one is a subset/subpart of the other. 
For instance, designing a secure IIoT architecture for reducing latency and 
computational overhead, whilst at the same time securing all cloud-based 
communications in IIoT environments. Of course, securing communication amongst 
devices in IIoT, for instance tampering, is a procedure that always changes, and new 
ways of prevention are needed. Moreover, security algorithms to deal with third party 
cloud providers is an important aspect to be faced. Concluding, the development of 
specific attacks preventions for specific applications like Smart Cities or Smart Factories 
is important and has special needs as there are differences to be faced as far as their 
whole systems are concerned. And finally, development of commonly used and 
standardized security policies amongst IIoT devices regardless of the vendors in 
industrial settings is crucial [57]. 
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Figure 17 - Taxonomy of Security research [57] 
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6 Conclusion and Future Directions 
6.1 The time for dispersed autonomy 
Industrial automation was built with main supervision and management of the 
processes, devices, and networks in mind. Software-based solutions and the 
empowerment of connectivity are evolving the centralized model. This autonomy raises 
the question of complexity and unproductiveness that has to do with the setup, 
teardown, etc. A vehicle working autonomously is a robot that dynamically adapts, 
learns, makes decisions, and learns in general without any supervision at all. This has 
proven to be the way forward for the industrial internet, autonomous operations, and 
dispersed controls. 
As already discussed throughout this thesis, security regarding the IoT and Industry 4.0 
tackles much more ground than cybersecurity. Having secured endpoints, protocols, and 
connectivity is of great importance for having human and environmental safety. In other 
words, security should be a priority for the efficient and successful implementation of 
industrial deployments. 
Because most of the decisions and controlling is made by the edge devices, their 
trustworthiness and principles need to be standardized and inspire security. Nowadays, 
almost all industrial deployments use the Purdue source architecture (PRA) that mainly 
relies on boundary defenses like segmentation and firewalls. The constant security 
monitoring and intrusion detection are gradually growing as a concept. Yet, these are 
only secondary defenses added on top of the infrastructure and the endpoints [13]. 
6.1.1 What about Security? 
Ensuring reliability of interconnected and decentralized autonomous ecosystems, 
sufficient security controls must be included in each endpoint. This must expand form 
across the architecture, form the edge to the cloud. This demands heavy planning across 
different industry stakeholders. Some industrial protocols have been updated to secure 
the identities via digital certificates or crypto keys. Security is being worked on for 
providing tamper-proofing, hardware, key management, etc. Nevertheless, a long time 
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might have to pass for some of these issues to be dealt at point where it is satisfying for 
industrial deployments. 
 
6.2 Architecture Standards and references 
A practical way of standardizing and implementing regulations on IIoT security utilization 
needs to be careful. Nowadays, there is a plethora of security standards and protocols 
for security in industrial systems. Many of those are vertical-specific and, inside the 
industry, there are a lot overlapping one another. Trying to obey with overlapping a set 
of standards can be a drawback. Moreover, standards and regulations often turn up with 
the evolution of new technologies, like machine learning and cloud security.  
As our autonomous future keeps expanding and oversimplified, standards must take 
advantage of the speed of the increasing visibility that defines overreaching security 
monitoring standards for the IIoT. Whilst, this is important, optimization of the 
standards is also of great importance. IIoT innovations are happening very fast. 
Security standards should not be avoided as obstacles in terms of time to market, cost 
and so on. New IIoT standards process of being enforced might take a few years. Thus, 
attempts for creating merging standards are imperative to be created now [13]. 
Because interconnected industries use subscription-based business models, data 
crosses over a lot of different organizations of the business. Industry 4.0 has its efforts 
committed to this cross-organizational mindset. But these new zestful ideas demand 
new and bigger focus on IIoT standards-based solutions. Data, governance, monitoring 
and ownership have called attention to the context of the economies enabled by IIoT. 
Efforts need to be managed properly and secure the operation by establishing the 
streamline of data. 
Safety and security are an important part of the architectures used for software, 
systems, and edge-cloud. A great place to start is the already pre-defined architectures 
for specific use-cases. 
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Figure 18 - IIoT security future [13] 
 
6.3 Industrial teamwork 
Industrial IoT typically has multiple vendors involved and complexity is only risen. 
Regarding the users of IIoT it is an intimidating task to correlate the security aspects of 
the solutions chosen. Moreover, there is also trouble regarding the installation, and the 
management of devices which only increases the chances of human error occurring. An 
overall combining model for pre-defined security testing for different vendors solutions 
being offered for defining, monitoring, and minimizing security and human risks. 
 
6.3.1 Energy Efficiency 
The need for many IIoT applications to run on batteries for even years, has created a 
great problem leading to the need for designing low-power sensors that do not require 
replacing of their power supply for the full span of their lifetime. Upper-layer 
approaching has an imperative role for an energy-efficient operation. There are a lot of 
low energy cost schemes for wireless sensor networks but none, sufficient for satisfying 
the needs of IIoT. This only makes sense as IIoT typically has a dense number of devices 
deployed [82]. Data coming from sensors can be sent either in a queried manner or in a 
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constant form, which in a deployment full of devices, can absorb a substantial amount 
of energy. Power consumption is important for a “greener” networking and can help 
with operational costs. A few low energy consumption techniques and design 
approaches are used by LPWAN IoT technologies. Firstly, using a star topology, 
eliminates energy wasting via packets getting routed in multi-hop networks. What is 
more, node designs have their complexities reduced to the gateway. Another thing is, 
through the usage of narrowband channels, noise level is reduced, and transmission 
range is strengthened. 
Even though, there are a lot of ways of achieving “greener” energy, like using really 
“light” communication protocols, or with low power radio receivers, as mentioned 
above, energy harvesting is another way of extending battery life for IIoT applications. 
As we know energy can be collected from various sources, thermal, vibration, wireless 
radio frequency and solar energy sources. This harvesting very much depends on the 
existence of each energy source.  
6.3.2 Performing in real-time 
Normally, for collecting the right data and therefore deliver them so the right decisions 
are made, perfect timing and reliability is required, this is interfered by the noisy 
environments of where the devices are deployed. Thus, the quality of service is 
measured by the satisfaction of the end-to-end deadlines of the real time sensing and 
the tasks executed. 
Packets that are time-slotted are important for scheduling in IIoT because they help 
achieve the so wanted Quality of Service (QoS). For example, a lot of industrial wireless 
networks use static data link layer scheduling for a fiercely determined end-to-end 
communication. This solution is slow, more importantly not scalable, and invites a vast 
amount of network overhead. The eruption of IIoT applications, especially in terms of 
their size and complexity, has drastically enhanced the obstacles into ensuring real time 
performance. Moreover, almost all IIoT must tackle the unforeseen problems that they 
make the problem even worse. 
These unforeseen problems can be classified into disturbances from the environment 
being controlled and monitored, called external, and the within the network 
disturbances, called internal. For the internal disturbances there are a lot of proposed 
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solutions, for instance real-time query scheduling for wireless sensor networks. 
Moreover, for internal disturbances, rate-adaptive and rhythmic task models, allow 
tasks to change periods and deadlines in some control systems. 
Keeping in mind the need for E2E deadlines, the above approaches are all built on a 
centralized architecture making the aspect of scalability very limited. A lot of studies 
have focused on managing distributed resources for a long time. Not all cope with the 
problem of real-time constrains and do not consider external disturbances that IIoT 
must deal with. These past few years we have started to consider hybrid approaches. Be 
that as it may, the problem of ensuring bounded response time for handling 
disturbances is still an ongoing problem to this day [12]. 
 
6.3.3 Interoperability 
As the need for connectivity has grown in IIoT, many devices will be deployed in the 
limited available spectrum. Therefore, the big problem of co-existing in a crowded 
Industrial, Scientific, Medical band. Thus, interfering of devices with one another must 
be handled to keep their function operational. While there are a lot of capabilities of 
coexisting on wireless, if we consider IEEE 802.15 networks and Bluetooth, they still are 
not enough to serve the needs of IIoT. Because these devices can deploy densely and 
extensively, then these devices can come across big interferences. 
Ensuring well-formed coexistence will demand from IIoT devices that they perceive, 
arrange, and diminish external interference. Because a long sampling window is needed 
and the sensing methods need a greater volume of memory than the existing IIoT 
devices have, the existing work fails. 
The fast-paced growth of IIoT requires good interoperability techniques. Thus, in the 
course of time, a functional eco-system will demand that data sharing between 
machinery and other system happen in a responsive and prosperous way. The above not 
happening would lead to IIoT devices complexity to increase and the cost of deployment 
and integration dramatically increase. The increase of the life cycle of devices will make 
things more difficult as it will be more costly to adapt these devices to communicate 
with new technologies and even more expensive to replace them. 
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Figure 19 - Framework of Interoperability in Industry 4.0 [83] 
 
Diversification in IIoT devices can be narrowed down to three dimensions. Multimode 
radios, software flexibility and cross-tech communication. The first, allows different IIoT 
devices talk to one another. The second, makes the support from different protocols, 
cloud services and connectivity frameworks, possible. The third, is still under 
development as still can be assistance of extra hardware cannot be possible [12].  
 
6.3.4 Future Industrial IoT  
The investigation needed for tackling challenges named throughout this thesis are 
many-sided. In some cases, IIoT challenges are the same as IoT ones, for instance, 
designing safe crypto systems that are right for devices with limited resources. Having 
in place mechanisms that ensure security and reliability for operations, hence talking 
and dealing failures and security attacks. Moreover, designing secure data analytics 
mechanisms are also crucial for IIoT. As already discussed and detailed, IIoT supports 
industrial systems that are characterized as time-sensitive, relying on sensors and 
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control commands, so enhancing security in the future will make sure the continuity of 
data communication will be better.  
Considering the vast amount of data IIoT deployments have, it only makes sense that 
data be stored in a third-party data storage, raising the issue of confidentiality. 
Encryption mechanisms have emerged as possible solutions to these challenges but 
under no circumstances are currents solutions enough for the big and seemingly never-
ending demands of IIoT. Some of the aspects in need of research are the issue of scaling, 
secure and fast delivery of data and reliable recovery mechanisms when data are stored 
to third-party storage. 
Another challenge has to do with heterogeneity of hardware and software used in IIoT. 
Making sure that security while communication is enabled thought various layers and 
different sets of hardware and software is something to be investigated even more than 
the current knowledge we have. This important especially for deployments that require 
having E2E encryption because data needs to be traveling all over different hardware, 
and to software implementing various security protocols. 
In IIoT when a physical presence can tamper with a device, raises the need for 
enterprises to research for dealing and designing hardware that is resisting to tampering 
and that maintains operational safety when that happens. Detecting and recovering 
from those attacks is important for IIoT because an attack to a specific device could be 
lethal for the whole network. There is a need for identities of devices to prove their 
identity without revealing any of the data a packet might have. This kind of 
communication is needed for a lot of IIoT deployments and protocols considering its 
needs should be enhanced/proposed.  
Concluding, an interesting direction is fusing IIoT with top-of-the-notch technologies, 
like 5G and Blockchain. The [47] paper, explains how 5G can be used for management 
of the energy consumption in IIoT.  
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6.4 Efforts of Europe to join Industry 4.0 
There are still differences in some research about the volume that Industry 4.0 can 
either reduce or enhance regional disparities. According to [84] there are differences all 
over industrial regions in the USA as far as exposure to automation-driven task 
replacement. On the other hand, [85] states that some places are left behind and will 
bounce back by specializing in smart processes, products, and services that will make 
them enter the market at a global scale. The research by [26]indicates that the European 
Union research and Small Medium sized Enterprises (SMEs) funding is crucial to 
technology to become integrated and for competition to skyrocket. For most, Industry 
4.0 is great for potential for European regions. That is because deployment of Industry 
4.0 is a way of getting the manufacturing capacity back to Europe from Asia. According 
research, digitalization will be increased along with automation, productivity that are all 
important to being competitive among industries in Europe. 
Germany, in 2013, developed a ‘digital journey’ to help companies of various sizes, 
accomplish a greater level of digitization to enhance competitiveness. Enterprises share 
founding practices of implementing Industry 4.0 whilst helping and paving the way for 
others towards the way of the 4th Industrial Revolution. The governments help the 
development and the deployment of Industry 4.0 through funding and research 
projects. Moreover, giving out different programs to gain knowledge as far as Industry 
4.0 is concerned funded by unions and the government helps enhance both the previous 
two points of governance help and exchange of information. Thus, Industry 4.0 
deployment, is depended on networking, exchanging of information and personal 
implementation experiences across businesses. 
Moreover, more than anyone European countries, it is crucial that digitization is applied 
by businesses for labor productivity to increase and take advantage of online commerce. 
The European Union (EU) could also exploit the creation of the right environment for 
private investing to help with the digital infrastructure. As stated by the Digital Economy 
and Society Index, about 20 per cent of the European citizens have never used the 
internet. The fusion and the filtering with real-time analysis and AI is most of the times 
done via digital platforms that are data rich and will soon be the main marketplace. A 
plethora of companies have smart products accessing the internet while their emitted 
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data are being connected and manipulated. Preferably those platforms should have 
device management without compromising connectivity and data storage. The speed 
and quality will be deterministic for the successfulness of the implementation of new 
data driven business models applied in Industry 4.0 deployments. Of course, there are a 
lot of aspects to be taken into considerations, like reliability, data security, 
standardization, and financing. 
6.4.1 Industry 4.0: The nine pillars 
Several papers and studies highlight the technological steps taken for those nine pillars, 
for them to bring improvements when used individually or combined [86] [87] [88]. To 
highlight them, they are, IIoT, Big data, Analytics, Cloud computing, AR, Autonomous 
robots, manufacturing, Horizontal and vertical system integration, and Cyber security. 
They are the core for transforming factories to smart. Throughout this thesis IIoT has 
been explained multiple times in multiple dimensions, so the more focus will be brought 
to the rest of the pillars. 
Big data, according to this research, is combined by four parts. Volume of data, variety 
of data, velocity of generations of new data and analysis, and value of data. Now the 
importance of communicating, manipulating, and storing data in IIoT deployments has 
also already been noted by several research papers. 
Horizontal and vertical system integration is about the fusion all over the supply chain, 
achieving complete connection between all the actors as presented by these papers [89] 
Simulation is a digital tool that can empower the designing of production systems and 
enable maintenance. Involved in value networks and real-time optimization of data [90]. 
Cloud computing enables sharing of processing resources and other devices on demand. 
Thanks to it, sharing information between systems from production line to the entire 
deployment is possible, as well as conducting offsite analysis. All these aspects help with 
the increase in the so needed flexibility and scalability in smart manufacturing systems. 
Augmented reality is a human-machine interaction technology that converts digital data 
into reality. Providing operators with real-time information regarding maintenance and 
other procedures. This info can come from smart devices or AR devices [91]. 
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6.4.2 Current and future research 
The research work that was studied has brought up some main points for the way 
maintenance is changing for the purpose of being included in Industry 4.0. Human 
factor, policies, and technology are the main things to be addressed. The digitalization 
of production in smart factories process and deal with a vast amount of data in real-
time.  
Taking into consideration, the already mentioned nine pillars of Industry 4.0, the role in 
maintenance provided by the digitized environment introduced by I4.0, great 
enhancements can be achieved for maintenance management and its key activities. 
It is crystal-clear that with IIoT, system integration and cloud computing arising and 
helping to conduct more efficiently the maintenance processes. Finally, the studies on 
which upon these conclusions where based suggest that discussion is still carried out 
about the benefits of Industry 4.0. Surely, complexion of technology and decision-
making algorithms are crucial and must be considered while implementing maintenance 
strategy. To implement maintenance in the industry is still far away from achieving the 
full extent of the paradigm and needs cleared definition. 
Some technologies, like AR and autonomous robots are still expanding their application 
and function to deal with issues of safety and efficiency. Big data and Cyber security are 
fields that undergo changes all the time and the skills needed to manage those changes 
are quite demanding.  
From an Industrial perspective, there is a need for a clearer view of the way an 
organization begins a conscious transformation in their maintenance management. 
Hence, further scientific research should be conducted to solve and guide the 
integration of the theoretical paradigm to a real case of industrial deployments. 
Moreover, change will be happening to employees as well and this must be addressed 
because there should not be a compromise for the technological progress to accept the 
increase of unemployment and machines filling human spots at that volume [91]. 
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Figure 20 - Possible application of the Industry 4.0 pillars to the Maintenance Process. Rows 
present different processes that are part of the Maintenance process [91] 
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6.4.3 Future directions for implementing Industry 4.0 
For a successful implementation of Industry 4.0 there need to be a research on some 
success factors [92]: 
 Change with regards to the connection between organization and nature, local 
communities, value chain, and employees, will bring change that impacts those 
relations and its implication for dividing organization strategies and service 
organizations, all these factors should be researched. Classifying the strategies 
that have to do with relationships that are affected by industry 4.0 deployment 
will help with strategy market. 
 Having support from top management will be of great importance for the 
successful implementation of Industry 4.0. This support is generalized, and its 
meaning should be investigated in the future to find the most needed support 
during the integration of industry 4.0 for all aspects of the implementation. 
Another thing is the way of implementing leadership while implementing 
Industry 4.0 should be revised. What is more, the positions that top management 
will have during the different phases, is another area in need of clarification as it 
will help with a lot of mechanisms being helped by top management through 
Industry 4.0 implementation phases [93]. 
 Having the people with the right technical skills and the right people with the 
non-technical skills needed, plays a grand role in the Industry 4.0 
implementation. The levels employers must get used to, is also interesting and 
will help with the dynamic process of the adaptability of employees in industry 
4.0 initiations. Dealing with the recruitment, performance, and training will be a 
different process from the traditional processes used by human resources 
management. [94] 
 Smart products and services are the “heart” of the successfulness of Industry 4.0. 
Consumers accepting smart products and services are equal to the successful 
implementation of Industry 4.0 and that’s why studies should focus on 
researching user acceptance of smart products. 
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 The supply chain needs digitization for industry 4.0 success. Members and 
elements that need to be combined with big amounts of data will also be a huge 
issue to resolve.  
 Bringing digitization to enterprises is an aspect affected by many challenges, 
such as economic, technical, and social. The advances achieved over the years in 
IoT, CPS, cloud computing is what empowers digitization to be a reality, but the 
economic and social challenges are still in need of more exploration. Exploring 
the way digitization will impact societies, economies and technical aspects 
though internal and external ways for organizations will help with the 
implementation of Industry 4.0 in a more sustainable way. 
 Because the implementation of Industry 4.0 happens deep inside the structure 
of an enterprise and its integration covers all aspects, it needs dealing with these 
radical changes. Using the already implemented change management models 
during the Industry 4.0 implementation is another crucial point as the change 
happening will be across different dimensions, like, organizational, 
methodologies, structures and more [94]. 
 Another thing success is based upon is the series of well thought and executed 
projects in a calculated manner is investigated for a well-thought project 
management that takes in mind all dimension integrating while implementing 
Industry 4.0. 
 Moreover, Industry 4.0 sustainability will be decided based on how much cyber-
security is fused at the early stages of implementation. Thus, exploration on 
which implementation frameworks for cyber security should be used regarding 
small, medium, or large industries, based on their security needs. Moreover, 
different types of integration mechanisms will need different cyber security 
measures and that is something in need of investigation [94]. 
 Industry 4.0 sustainability is a combinational of environmental, economic, and 
social needs of the present and future generations. This approach is one of me 
most used for studying sustainability and the everlasting sustainability of 
industry 4.0. How Industry 4.0 will impact social and technical fields, is an 
interesting field to investigate because of the automation and the large data 
produced. 
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6.5 Conclusions 
Coming a long way from Industry 4.0 being just a dream and a theory to be achieved and 
applied, to it becoming a trend for enterprises and researchers as well. During this thesis 
there was an effort to show the multidimensional aspects, needs, challenges, 
technology used, protocols, security and means of implementing Industry 4.0. More 
specifically, this fourth Industrial revolution differs from the third one, mainly, because 
of the skyrocketing of the internet and consequently the emergence of IoT, that helped 
with the rising of Industrial IoT whose aim is to fuse digital technologies to achieve 
manufacturing production. The term Industry 4.0 was used and researched for this 
thesis multiple time for all the above aspects, to help explain, divide, and then unite, 
aspects of implementing Industry 4.0. This thesis, with the examination of papers from 
different official citation sites used drew the conclusion that Industrial engineering and 
Operations, technologies used, was found that methodologies used, technologies and 
barriers that need update or to be overcame.  The outcomes preview that, while 
operational management have only a glimpse of connection with Industry 4.0, the 
operational activities with regards to decision-support, for instance in manufacturing 
and logistics, are deemed to be important and will be evolved thought Industry 4.0. To 
be precise, production planning will be affected by already mentioned technical Industry 
4.0 infrastructure like, IoT, CPS, robots, M2M communication and more. Moreover, sales 
and transportation are to be evolved thought data analytics AI components of Industry 
4.0, and with communication technologies, already analyzed, like cloud service, 
Blockchain, smart devices, and RFIDs. It is crystal clear that the enabling of Industry 4.0 
is a combining process of complexity and agility between humans and machines.  
Drawing inspiration from Industry 4.0, China Manufacturing 2025 (CM2025) has been 
set in motion to follow Industry 4.0 steps and some more. Industry 4.0 highlights 
technological evolution, where on the other hand CM2025 is about reconstructing the 
already existing industry with the goal of making it more competitive using growth in 
production technology as its guiding point. The above make it clear that China, the 
biggest country, is ready to adopt Industry 4.0 relying its evolution to the extremely good 
capabilities they possess in big data and digitization for several areas. 
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Except for IoT, ICT, Big data, CPs, indicates that a plethora of industrial information 
fusion techniques are used among enterprises, their architectures, and their fusion with 
Industry 4.0. Namely, Business process Management (BPM), Enterprise Resource 
Planning (ERP), and supply chain management (SCM). These mechanisms merge 




Figure 25 – Industry 4.0 trends [18] 
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